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[poTOKONMpPOBaHME COOLITUI

B lMpoaykre npoTtokonupoBaHue cobBbITU NPOUCXOAUT No npoTokony Syslog. lMonyyatenb nora
MOXeT OblTb TONbKO 0AuH, B oTnndue ot Cisco |0S. MNpn HEBO3MOXHOCTM Mcnonb3oBaTbk Syslog,
OOMOMHUTENBHO MPOM3BOAUTCS 3aMMCbh HEKOTOPbLIX COOBLLEHNI B cneLmanbHble log-dannbl.

Hactpouka Syslog-knueHra

LSP (native) koHcpurypauums

B nonutnke 6e3onacHoCTH, CO3OaHHOM B BMAE TEKCTOBOro oaina, HacTPOWKM NMPOTOKONTMPOBAHMS
He 3agatotcs. [1ng aToro ucnonb3ynte ytunuty log_magr.

Ytunura log_mgr

Ytunuta /opt/VPNagent/bin/log_mgr vcnone3dyeTca ona 3agaHusa HacTpoek Syslog-knueHTta Ans
VPN daemon, 3agaHus rpynn cobbITuiA U YpOBHEN nora Ans Kaxaow.

C uenbio dunbTpaLmm normpyemblx COOBLLEHUN, ANS KaXA0ro cobbiTUs TeM UNM UHbIM 0Bpa3oM
yCTaHaBnvMBaeTCa npedenbHbI NPOTOKONMPYeMbI ypoBeHb BaxHocTu LoglLevel. CobbiTue,
KOTOPOMY COOTBETCTBYET (PMKCUPOBAHHLIN YPOBEHb BAXXHOCTU X, MPOTOKONUPYETCS TOMNBbKO B TOM
crny4ae, ecnv nNpu ero CoBepLUEHNN NpeaenbHbI MPOTOKONUPYEMbI YPOBEHb BakHOCTU LogLevel
ANns aToro cobbiTUS He Bbile JaHHOTO (PUKCUPOBAHHOMO YPOBHS X.

CyuwiecTtBytoT coobLieHnsi, He noanexawme unbTpauun. OTO rapaHTMpyeT NpOTOKONMpPOBaHWE
M3MEHEHWA B CaMOW CUCTEME fOrMpoBaHWA MpU M3MEHEHUN MpedesfibHbIX MPOTOKONNMPYEMbIX
ypoBHel BaxHocTH LoglLevel cobbiTuiA 1 M3MeHeHUN NapaMeTpPoB UCMONb3yeMoro syslog cepeepa.

Ona ynobcrBa ynpaeneHus dwunbtpaumen cobbitua MoryT obbeauHATbCsa B rpynnbl . [Ans Bcex
COoBbITUI rpynnbl MOXeT BbITb YCTAHOBIEH CBOW YaCTHbIN NpeaeNibHbIA NPOTOKONMPYEMbI YPOBEHb
BaxxHocTn LoglLevel. NmetloTcs npegycTaHOBMNEHHbIE rpynnbl, AMAS KOTOPbIX B YCTAHOBMEHHOM
MpoaykTe nmetoTest cooTBeTCTBYOWME hannbl rpynn coobieHmn msg_grp<GROUP_NAME>.ini:

SYSTEM - NPOTOKONMpPOBaHWe CUCTEMHbIX cobbiTun;
POLICY — npoTokonupoBaHue COObITUI, CBSA3AHHbIX C NMPUMEHEHWEM NONUTUKN Be3onacHoCTy;
CERTS - NPOTOKOSNIMPOBaHME cobbiTun, CBSI3aHHbIX c cepTudmnkaTamu;
LDAP — npoTokonupoBaHue CcoOObITUIA, cBs3aHHbIX C goctynom Kk LDAP cepsepy;

KERNEL — npoTtokonvpoBaHune cobbITWiA, CBA3AHHBLIX C SAPOM.

[aHHble dhaiinbl rpynn MOryT MCMOSb30BaTbCA Kak HanpsMyl, Tak M Kak npoobpa3 coGCTBEHHbIX
MPOM3BOJIbHBIX TPYNM COOGLLEHWI NoNb3oBaTens Ans U3MEHEHUS! YACTHbIX YPOBHEN NOrMpoBaHus
nto6oro Habopa cooblLLeHn ¢ NomoLLbio YTUNUTLI log_mgr.

[Onsa HekoTopbix coobuweHnn MoxeT ObiTb yctaHoBneH B “TRUE” onuuoHanbHbln aTpunbyT
“NONBLOCKING”, obecneunBalowuin OTKNKOYEHME unbTpauum [aHHOTO CooOLEeHna npwu
NPOTOKONMPOBaHNN.

WNcnonbaytoTcsa cneyoLme KoMaHabl:

log_mgr set —e msg_grpXXX.ini — yxazaHue nmeHun canna, B koTopom byaeTt 3agaHa rpynna
COObITUI N YPOBEHBb NPOTOKONMPOBAHUS AN Hee. [MonHbIN cnMcok cobbiTUn HaxoauTca B dhanne
s log.ini

log_mgr set —I — 3agaHne ypoOBHS BaXHOCTWM MNPOTOKONMPOBAHMSA AN BCEX COObITUA, He
BKIMOYEHHBIX B FPYMMnbl COObITUN

log_mgr set-syslog — BknoYeHe NPOTOKOIMPOBaHWSA, 3agaHne IP-agpeca xocTa, Ha KOTOpPbIN
OyOyT HanpaBnsaTbCA COOGLLEHMS, 3a4aHne UCTOYHMKA COOBLLEHNIA
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log_mgr reset-syslog — ycTaHOBKa HaCcTpoeKk MO yMmon4yaHuilo Ans syslog-knueHTta, 4To
9KBMBANIEHTHO HaCTpOMKaMm:

enable
syslog ip=127.0.0.1
facility=local7
Bce HacTpoviku ana VPN daemon 3anuceiBatotcs B daiin /opt/VPNagent/etc/syslog.ini.

MogpobHee onucaHwe yTunutbl log_mgr npuBeaeHo B AoKymeHTe «[lporpammHo-annapaTHbIN
komnnekc «Lnto3 6esonacHoctn Bel VPN Gate 4.1». CneunannanpoBaHHble KOMaHabI».

Cisco-like koHdurypauus

Mpn crapte cs_console HacTponku Syslog-knueHta 3aumnTbiBatoTca M3 danna syslog.ini,
cosgaHHoro ansa VPN daemon. MN3meHUTb HacTporiku Syslog-KnneHTa Afisi KOHCONM MOXHO C
MCMOMb30BaHNEM CreayLWmnX KOMaHa;

logging on — BKkntoYeHne NPOTOKONIMPOBAHMUS CODLITUI
logging — 3apaHue IP-agpeca xocTa, Ha KOTopbI ByayT HanpaBnsATbLCA COObLLEHNS
logging facility — 3agaHne NcToyHuKa coobLLeHnn
logging trap — 3afaHue TeKyLLero ypoBHSA BaXXHOCTU 51 BCEX COBbITUN.
Bce atn HacTpoliku 3anuceiBatoTes B hann /opt/VPNagent/etc/syslog.ini.
Ecnu gaHHble kOMaHabl He 3aaHbl, TO 3a4MTbIBAOTCS HACTPONKK U3 dpanna syslog.ini.
HacTpowiku no yMonyaHuio AN AaHHbIX KOMaHA BCTynawT B AEWACTBMUE NpY 3a4aHny KOMaHA;
no logging
no logging facility
no logging trap
YTO 3KBMBANEHTHO HacTpOMKaMm:
logging 127.0.0.1
logging facility lopcal”
logging trap informational

MogpobHee cm. onucaHme B pasgene «KomaHObl HACTPOWKM MPOTOKOSMPOBAHUS COOLITUIAY»
[oKymeHTa «[porpammMHo-annapaTtHbii komnnekce «Lno3 6esonacHocTn Bel VPN Gate 4.1». Cisco-
like komanabI».

Hactpouka nokanbHoro Syslog-cepBepa

JlokanbHbel Syslog-cepBep yxe CKOH(UIypupoBaH Mpu MOATOTOBKE OMEPaLUOHHOM CUCTEMbI K
uHuumanusaumm MNMpoagykra cnegyowmm obpasom:

e Or BCEeX YPOBHEN BaXHOCTM OT WUCTouHWKa local7 Hanpasnsetca B daunn
/var/log/belvpngate.log

e 10T YPOBHSA BaXHOCTU err u ebiwe [OMONHWUTENbHO HanpaBnseTcs B KOHCOMb M dhann
/var/log/error.log

e Syslog-cepsep 3anyckaetca aBTomatuyecku npu kaxgom ctapte OC ¢ BkIOYEHHOW
BO3MOXXHOCTbIO npuéma coobuieHni no UDP nopty 514
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e npu crapte OC, mn3 ckpunta (/etc/init.d/logwatch) 3anyckaetcss nporpamma logwatch,
KOTopasa KOHTponupyeT pasmMep anna nora. MakcumanbHO ONyCTUMbIA pa3mep hanna
yctaHoBrneH B 1024 kuno6balima. NpoBepka pasmMepa npoBoauTcs Kaxpable 10 cekyHa.

Mpwv npeBbILLEHUN 4ONYCTUMOrO pasmepa TeKyLUMIA hain nora coxpaHseTcs ¢ cydpdpukcom”. 1”
nocrne Toro, Kak y paHee COXpaHEHHbIX harinoB cypurKCbl MEHAOTCA C”. <n>" Ha”. <n+1>”,
Bcero gononHuTensHO K Tekylemy charny fiora COXpaHAeTcs 2 3K3emnnsapa 3anofHEHHbIX
dannos rnora (belvpngate.log.1, belvpngate.log.2). Ecnun <n+1> 0Oonblue KonuyecTBa
COXpaHsieMbIX 9K3eMNNApoB, dann ¢ cydpukcom”. <n>"yaansetcs. [ocne nepenMmeHoBaHUA
avinos Syslog-cepBepy nocbinaetcsa curdHan SIGHUP gnsa nepexoga Ha cBexui dann nora.

e nporpamma logwatch ocTaHaBnMBaeTCs nNpuW  OCTAHOBKE CUCTEMbI M3  cKpunTa
/etc/init.d/_logwatch.

Mepemewatsb unu yoansate ann logwatch He cnefyer.

CneuunanbHble nor-cainbl

B cneuuwanbHble nor-cannbl, ykasaHHble B Tabnuua 1, npousBOAUTCA AOMOSHUTENBHO
NPOTOKONMPOBAHME HEKOTOPbIX HeLWTaTHbIX cuTyaumi pabotbl [lpogykta. B 3tm  dhannbl
3anuncbIBaeTCs MHpopMaLUs, KoTopast MOXKET MOMOYb PELUNTb BO3HMKLLYIO MPOoOnemy.

Tabnuua 1

NUmsa danna MyTb K channy CopepxaHue canna

cspvpn_verify err. | /opt/VPNagent/etc | OwuMBKM yTUNUTLI cspvpn_verify ans
log NPOBEPKUN LIeNTOCTHOCTU HEU3MEHSIEMbIX U
UCNoNHAEeMbIX hannos.

cp.log / tmp CoobLeHunsa KpMnTonoACUCTEMbI YPOBHS
NPUNOXEHNI
failh.log /tmp ABapuitHble cOBLITUS, HE CBA3aHHbIE C

paboTtown vpnsvc u Isp_mgr

error.log /tmp/vpnsvc ABapuiiHble cobbITUS, CBA3aHHbIE C paboTon
vpnsvc

error.log /tmp/vpnlogsvc ABapuiHble cobbITuSs1, CBA3aHHbIE C paboTom
vpnlogsvc

error.log /tmp/lsp mgr ABapuiHble cobbITUSs1, CBA3aHHbIE C paboTon

yTUNUTHI Isp_mgr

non cscons.lsp /var/cspvpn/non_c | Konua LSP, HannucaHHoOW B BUOe TEKCTOBOIO
scons.lsp darna n 3arpyxeHHon KomaHgow Isp_mgr
load (Ho nocne atoro LSP ewe 6bina
OoTpefakTMpoBaHa B Cs_console n
CKOHBEPTMpPOBaHa)

erroneous_lsp.txt /var/cspvpn/erron | CKoHBepTMpoBaHHas LSP, koTopyto He
eous_lsp.txt yAanocb 3arpysutb

Hanpumep,

1. npu HeygayHom ctapte VPN gemoHa (vpnsvce unu vpnlogsve) B hann error.log sanucsisaetcs
coobLeHne cneaytoLlero suaa:

initialization of module '%{1l}s' failed with code %{2}x
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roe
"${1l}s' - WMs MOAYNs NPV UHMLMAanNM3aumMm KOTOPOro npomsowuna owmnbka
"${2}s"' - KOA OLMBKM MNP MHULMANU3aLMN MOAYNS

[Mpumep
1313076721 initialization of module "hashes checker" failed with
code Oxff

Moaynb hashes checker NOSBNAETCA NPU NPOBEPKE LENOCTHOCTU HEU3MEHSEMbIX
hannos nNpoayKTa Npu UCMomnb30BaHUN YTUMNTLI cspvpn_verify.

. Npu dopcMpoBaHHOM 3aBeplueHMn paboTbl cepBuUca vpnsve B dhann error.log 3anucbiBaeTcs
nocrnefHee O0CMbICNEHHOE COObLLEeHVE BUaa:

vpnsvc: forceServiceFini

. Npn dopcrMpoBaHHOM 3aBeplueHun paboTbl cepBuca vpnlogsvc B ero dawn error.log
3anvcbiBaeTCcs nocrnegHee OCMbICIEHHOE coobLeHne Buaa:

vpnlogsvc: forceServiceFini

. NPV HapyLIEHMM KOHTPONS LIeNOCTHOCTM ini-cpanna mnu 6asbl AaHHbIX BbldaeTcsl cooblleHne
BMAaa:

'${1}s' Error: the integrity check of the '${2}s' failed

nnm

'${1l}s' FatalError: the integrity check of the '%{2}s' failed
roe

'${1}s' - wumsa mogynsa (“s_filestore” nnu “s_ini”), o6Hapyxu1BLLEro HapyLleHne

'${2}s' - ykasaHue Ha npobnemHbIv ann

KMoy Error O3HA4YaeT, YTo M3 JaHHOro MoAyns OyayT BbldaHbl OOMOMHUTENbHbIE
coobLueHust, u nocneaHumM 6yaeTt coobLuieHne o (hopCMpPOBaHHOM 3aBEpLLEHWN cepBuca

KMoy FatalError O3Ha4yaeT, YTO 3TO NOcfiefHee OCMbICIIEHHOE COOOLLEHNE AaHHOrO
moayns (vpnsvc unu vpnlogsve).

Mpumep danna /tmp/vpnlogsvce/error.log” (3anucaH u3 cepsuca vpnlogsve):

1305822677 s _ini FatalError: the integrity <check of the
"/opt/VPNagent/etc/syslog.ini" failed
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CnncoK NpoTOKONMUpPYeMbIX COObLITUI

CTpoka NpOTOKONMMPYEMOro COObLITUS hOPMUPYETCH M3 COOTBETCTBYHOLLLErO ONMCaHUS COOBLLEHMS,
3ajaBaemMoro BO BHeWHeMm TekcToBoM davne /opt/VPNagent/etc/s log.ini.  Kaxpgomy
NPOTOKONIMPYEMOMY COOBLITMIO NMPUCBOEH (pMKCUpOoBaHHbIA uaeHTudmkatop (MSG ID), TekcToBOE
npeacTaBrneHne, ypoBEHb BaXHOCTMU.

YpoBHM BaxXHOCTU (Severity) NpoTOKONMPYEMbIX COObLITUIA COOTBETCTBYHT YPOBHSAM Severity ans
npotokona Syslog: EMERG, ALERT, CRIT, ERR, WARNING, NOTICE, INFO, DEBUG.

BblgaBaeMble coobLLEHUs U onucaHue cobbITUIA MO 3TUM COOBLLIEHNAM NpeAcTaBneHsbl B Tabnuua 2.

Bepetca Takke npoTokonupoBaHue owmnbok kpuntorpadmyeckon nopcuctembl Tabnuua 6. OTun
owmnbkn [OBOAATCS OO CBedeHWs Mnonb3oBaTensd Takke 4epe3 Syslog, MCNOMNb3ys WMCTOYHUK
coobwenun (Facility) kern.

Cnuncok coobuieHuni o6 owmnbkax nogcuctembl Reverse Route Injection npuBeaeH B Tabnuua 7.
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Tabnuua 2
MSG ID TekcToBOE NpeacTaBreHue Paszgen YpoBeHb LLlabnoH coobuweHus OnucaHue cobbiTUs

03090001 | MSG_ID_PRODUCT_START .T.:\AO'A"\}E—APPLICA NOTICE Service started, version %{1}s CrapTt cepBuca

03090002 | MSG_ID_PRODUCT STOP ;:‘g’,j’;'—APPL'CA NOTICE | Service stopped OcraHoBKa cepauca

03090003 MSG_ID_LOG_SUSPEND_S | <MAIN_APPLICA INFO OS is going to the Suspend or OnepaunoHHas Cuctema nepexoaut B pexmm

YSTEM TION> Hibernation mode cHa unwu rnbepHauum (Suspend or Hibernation)
OnepauuoHHas Cuctema Bbilna U3 pexvuma
CHa unu rubepHauum (Suspend or Hibernation)
MSG_ID_LOG_RESUME_SY | <MAIN_APPLICA OS resumed from the Suspend or | .

03090004 STEM TION> INFO Hibernation mode %{1}u sec ago %(1}s - Bpemsi, noTpavyeHHoe cepBMCOM Ha
oXuaaHue BOCCTaHOBMEHUS LOCTYNHOCTH
ceTeBbIX HTEpPdENCcoB

: : Heynaya nameHeHusi napameTpoB YCTaHOBOK
MSG_ID_LOGSRV_SET_SE | <MAIN_APPLICA Failed to set VPN log service
03090202 TTINGS_FAIL TION> WARNING settings LOG-cepBuca.
Bo3MOXHO, cepuc He 3anylLueH.
03090203 | MSG_ID_LOGSRV_START | SMAIN_APPLICA | |\Fo VPN log service started, version | .01 0G-cepauca
TION> %o{1}s
03090204 | MSG_ID_LOGSRV_STOP ;:V'O’?\}';'—APPL'CA INFO VPN log service stopped OcraHoska LOG-cepsica
Event Manager profiler: waiting coobLeHne npodannepa MeHeoxkepa
005B0001 MSG_ID_EVENT_MGR_PR Event Manager INFO time of task queue is %{1}s sec, CcoObITWIA cepBMCa O CTAaTUCTMKE NO oYepeam
OFILER_QUEUE o o
queue length is %{2}s tasks coObITUI
Event Manager profiler: task time | coofweHune npodgannepa meHegxepa
005B0002 '\OAEI?EE_F A\\/SE}L\I T_MGR_PR Event Manager WARNING | is %{1}s sec (src=%{2}s coObITWIN cepBMCa O YPE3MEPHO AOMNTOM
- dst=%{3}s idx=%{4}s proc=%{5}s) | BpemeHnn obpaboTku cobbiTusi
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MSG ID | TekcToBOe npeacTaBneHue Paspen YpoBeHb La6noH coobweHus OnucaHue cobbiTus
. .| owmbka 3anucu cnyxxebHoro canna
08200001 EAS&&E—?EEM—ERR—WRIT <ARPM> WARNING ﬁglﬂg ac;tsyvnte ProxyARP table in NPOTOKONUPOBAHMS U3MEHEHWU Tabnuubl
- - ° Proxy ARP
owmbka YTeHus cnyxebHoro canna
08200002 MPS 'ER—llle—:ﬁ_REPM—ERR—READ <ARPM> WARNING fcr:grl:ql?”r;o..to/r??;jsf roxyARP table NPOTOKONUPOBAHMSA U3MEHEeHU Tabnuubl
- - ° Proxy ARP
Hob6asneHne nunn obHoBneHue IP agpeca B
Proxy ARP Ttabnuubl ceTeBbix MHTepencoB
IP %{1}s%[ added to ProxyARP %(1) 5 A 1P
MSG_ID_ARPM_IP_ADDED table(s) of "%{10}s";%]%[ was not o{1;S - AOLaBNAEMbIN IF afpec
08200003 | "15 "SYSTEM_PARP <ARPM> DEBUG | 4ded to ProxyARP table(s) of %{10}s - CNIMCOK MHTEPEIICOB, K KOTOPBIM
"%{11}s";%] IP no6asneH ycneLiHo
%{11}s - cnMcok MHTepdENCOB, K KOTOPbIM
cneposano go6aeutsb IP, HO He yganoch
Ypaanenue IP agpeca 13 Proxy ARP Tabnuy,
ceTeBbIX UHTEpdEeNncoB
IP %{1}s%][ deleted from %(1) A 1P
ProxyARP table(s) of o{1;S - yaanaemein |- afpec
08200004 '\DASER—(I)?\A—A;(PSMF—EI&—gi;iTE <ARPM> DEBUG "%{10}s";%]%[ was not deleted %{10}s - cnMcok MHTepdENCOB, N3 KOTOPLIM
- - - from ProxyARP table(s) of IP ynaneH ycnetuHo 5
"%{11}s";%] %{11}s - cnucok uHTepcencoB, U3 KOTOPbIX
IP ynpanutb He yaanocs.
Bo3moxHO, OH 6bIn yaaneH paHee
MepecosnaHue Proxy ARP Tabnuy ceteBbix
In the ProxyARP table(s) of MHTEPENCOB.
08200005 | NOO-IDARPMLREFRESH | (arpy> INFO "o{11)s" interface(s) %{2}u IP(s) | MOXeT npoucxoaTs npu nepesarpyake LSP
- was(were) not refreshed %{11}s - cnUCok NHTEepPdENCcoB, K KOTOPLIM
cnepgosarno gobaeutsb IP, HO He yaanoch
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
He yaoanocb gobaesutb nony4varens SNMP
. ] traps (cTpyktypa LSP TrapReceiver)
[SNMP] failed to configure SNMP %{1} - IP
- trap receiver %{1}s%[:%{2}u%)], o{1y - IF-adpec nony4arens
00014001 gl?/(éﬁl DKSB'“"FF;TIEQP—REC gﬁ&sl:t’lcs & WARNING | community "%{3}s"%[, interface %{2} - nopT nonyuatens
== "%{4}s"%]%], local address %{3} - SNMP trap community
%{5}s%] %{4} - nornyeckoe UMs ceTeBOro
UHTepdenca
%{5} - nokanbHbIN IP-agpec
He yaanocb HacTtpouTb npuem SNMP-
. ' 3anpocoB B COOTBETCTBUM
00014002 | SETUP_LOCAL_ADDR_FAIL SNMP WARNING | polling agent on address(es) onpeneneHHoM rokarnbHom IP-agpece

ED

%{1}s%][ (port %{2}u)%]

{1} - nokanbHbIN IP-agpec
{2} - nokanbHbIA MOPT

O6Lwme napameTpbl AnNs COOOLLEHNN:

%{8}s IP-agpec naptHépa no IKE obmeHy.
%{9}u IP-nopT napTtHépa no IKE obmeHy.
Ecnu He ykasaH, TO NOpPT CTaHAAPTHbIN
(500)

%{10}s 3HaueHwne IKE ngeHtudurkatopa
ansa ayteHTUMKauumn napTHEpa.

%{15}u Nopor orpaHnyeHnsi pecypca
%{20}s NMpu4mMHa BO3HUKHOBEHUS COOLITUSA
%{32}s peHTndukatop ceccun IKE
obmeHa. dopmart - "<n:m>", rge n - Homep
sawmwatowero ISAKMP coeauHennsa, m -
HoMep obMeHa, 3alLmLLLaeMoro AaHHbIM
ISAKMP coeguHeHunem

%{40}u Homep ISAKMP coegunHeHus
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
. MapTHépY oTCcbiNarTCcs Habopbl
0/.T0, 0,
00101011 Mgg’A—\:_DS—LSF;—,\lI%AKMP—PRO LP DEBUG /o[A){32}S. %]Sending ISAKMP KpunTonapameTpoB yCTaHaBNMBaeMoro
n proposals:
ISAKMP coeguHeHuns
. OT napTHépa nonyyeHbl Habopsbl
0/ 0, 0,
00101012 I\PASSA—\II_%—;PE—CI:%AKMP—PRO LP DEBUG /"[/"{32}3_ %o]Received ISAKMP KpuntonapameTpoB yCTaHaBNMBaeMoro
| proposals:
ISAKMP coeguHeHuns
MSG_ID_LP_ISAKMP_TRAN %[%{32}s %] Transform #%({1}u: OnucaHuve BapmaHTa KpunTonapameTpoB
00101013 SFORM LP DEBUG %{2}s yctaHasnusaemoro ISAKMP coeanHeHus
. MapTHépy oTCbiNatTcs Habopbl
MSG_ID_LP_IPSEC_PROP %[%{32}s %]Sending IPSec
00101021 OSALS_SEND LP DEBUG proposals: KpunTonapameTpoB ycTaHaBnusaemoro |IPSec
coeiHeHus
. OT napTHépa nony4eHbl BapuaHTbl HabopoBs
MSG_ID_LP_IPSEC_PROP %[%{32}s %]Received IPSec
00101022 OSALS_RECV LP DEBUG proposals: KpuntonapameTpoB AndA ycTaHaBNMBaemoro
IPSec coeamHeHus
OnucaHune BapmaHTa Habopa
00101023 '\O/lgfl_—l D_LP_IPSEC_PROP LP DEBUG %[%{32}s %] Proposal #%{1}u: KpuntTonapameTpoB ycTaHaBnmBaemoro IPSec
coeguHeHus
00101024 | MSG_ID_LP_IPSEC_PROTO | LP DEBUG %[%{32}s %] Protocol %{1}s: Onucanne BapuaHToB KpUnTonapameTpos Ans
yKa3aHHOro NpoTokona
00101025 MSG_ID_LP_IPSEC_TRANS Lp DEBUG %[%{32}s %] Transform #%{1}u: OnucaHve BapuaHTa KpuntonapameTpoB
FORM %{2}s ycTaHaenmeaemoro IPSec coeanHeHuns
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BelVPN 4.7. lpoTtokonupoBaHue coObITUI

MSG ID

TekcToBOE npeacTaBneHue

Paspen

YpoBeHb

LLlabnoH coobLieHuns

OnucaHue coobbITUA

00101031

MSG_ID_LP_CHECK_PROP
OSAL

LP

DEBUG

%[%{32}s %]Checking
Y%[Proposal #%{1}u, Protocol
%{2}s, %] Transform #%{3}u for
Rule "%{4}s", %[Proposal #%{5}u,
Protocol %{6}s, %]Transform
#%{7}u: %{8}s %{9}s

lMpoBepka Kaxaoro u3 NpucnaHHbIX BapuaHToB
HabopoB KpunTONapameTpoB Ha COOTBETCTBME
nokanbHomy IKE/IPSec npasuny.

%{1}u HOMep npucnaHHoro BapuaHTta
Habopa kpunTonapameTpos (ang IPSec)
%{2}s npoTokon npucnaHHoro Habopa
KpuntonapameTtpos (ansa IPSec) - ESP
nn6o AH

%{3}u HOMep NpucraHHOro BapuaHTa
KpuntonapaMeTpoB

%{4}s ums nokansHoro IKE/IPSec npasuna
%{5}u HOMep nokanbLHOro BapnaHTa
Habopa kpunTtonapameTpoB (ans IPSec)
%{6}s npoTokon nokaneHoro Habopa
KpuntonapameTpos (ans IPSec) - ESP
nnéo AH

%{7}u HOMep nokanbHOro BapmaHTa
KpunTonapaMeTpoB

%{8}s %{9}s pesynbTaT NpoBEPKM

00101032

MSG_ID_LP_CHECK_PROP
OSAL_SHORT

LP

DEBUG

%[%{32}s %]Checking proposal
#%{1}u for Rule "%{4}s", Proposal
#%{5}u: %{8}s %{9}s

MpoBepka Habopa KpunTonapameTpoB Ha
cooTBeTCcTBME NnokansHoMy IPSec npasuny.

%{1}u HOMep NpucraHHOro BapuaHTa
Habopa KpunTonapaMeTpoB

%{4}s nms nokaneHoro IKE npasuna
%{5}u HOMep NoKanbLHOro BapnaHTa
Habopa kpunTonapameTpoB

%{8}s %{9}s pesynbTaT NnpoBepku

00101034

MSG_ID_LP_IKE_RULE_NO
T_FOUND

LP

INFO

%[%{32}s %]Unable to choose
authentication rule

HeBo3moxHo nogobpate IKE npasuno anga
ayTeHTudukaLmm napTHépa
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BelVPN 4.7. lpoTtokonupoBaHue coObITUI

MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
) Onsa npucnanHoro 1D nepeon dasbl IKE He
0/.T0, 0,
MSG_ID_LP_CHOOSE_IKE_ %[%{32}s /"]U’.‘ab'e FO find IKE HangeHo noaxoasduiero IKE npasuna. B
00101035 LP INFO rule by remote id. Using IP-
RULE_BY _IP . KauyecTBe naeHtudukaTopa byaet
address as partner's id. X
ucnonb3oBaH IP-agpec napTHépa.
o 1o . . BbibpaH npegonpeaenéHHbiv KoYy ans
00101036 MSG_ID_LP_USE_PRESHA Lp DEBUG "/:[A;{3?}s %]Using preshared key ayTeHTUdUKaLM
RED_KEY %o{1}s
%{1}s ngeHTndukatop kntoya
:/"()/[(;/:{}3?}3 :/c}]Preghared key He HaiiaeH npeaonpeaenéHHbIii Koy Ans
oy 1;8" not found, peer ayTeHTUduKaLmum
00101037 | MSG_ID_LP_KEY_ABSENT | LP WARNING %{8)S%[:%{Ou%] %], id Yy ) ®
"%{10}s"%] %o{1}u naeHTndukaTop Knrova
IKE npaBuno He nogxoamT us-3a Toro, yto IP
%[%{32}s %]IKERule "%{1}s": IP | @APEC OTCYTCTBYET B Cnucke
00101038 | MSG_ID_LP_IP_DOESNT M | | INFO address is not in %{2}s list, peer | PaspeLueHrbix (IKEPeerlPFilter nu
ATCH %{8)s%I[:%{9}u%] %], id IKELocallPFilter)
"%{10}s"%] %{1}s umsa nokansHoro IKE npasuna
%{2}s IKEPeerlPFilter unn IKELocallPFilter
%[%{32}s %]Address %{1}s
assigned to IKECFG network . ) .
00100101 gﬂlz?\l_ég_:_;_lKECFGlF_AS Lp INFO interface, peer {)->|<{T1|;B|/|posaH ikecfg-uHTepdenic c agpecom
- %{8}s%[:%{9u%] %], id 0
"%{10}s"%]
%[7{32}s %]DNS address(es) Anpec nnu agpeca DNS-cepBepoB nonyyeHbl
%{1}s configured on IKECFG OT napTHepa 1 [06aBneHbl B CUCTEMHI
MSG_ID_LP_IKECFGIF_DN .
00100105 S ADDR SET LP INFO network interface, peer CTVICOK.
- - %{8}s%[:%{9}u%] %I, id .
"%{10}s"%] %{1}s - cnncok agpecos
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BelVPN 4.7. lpoTtokonupoBaHue coObITUI

MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
%[%{32}s %]Failed to configure
MSG ID LP IKECEGIE DN DNS address(es) %{1}s on Owwnbka npu p,o6aBne|-v|mm agpecos DNS-
00100106 o ot - LP WARNING | IKECFG network interface, peer | C€PBEPOB B CMCTEMHbIN CMIUCOK
S_ADDR_ERROR o o/ 1.0 0/ 10/ T
70{8}8 %[: %{9}u%] %], id %{1}s - cnncok agpecos
"%{10}s"%]
%[%{32}s %]DNS suffix(es) %{1}s | DNS-cydhhukcb nonyyeHb! oT napTHepa u
00100107 | MSG_ID_LP_IKECFGIF_ DN | INFO added to the system, peer [J06aBneHbl B CUCTEMHbIN CMMCOK
S_SUFFIXES_SET %{8}s%[:%{9}u%] %I, id .
"%{10}s"%] %{1}s - cnncok cydpmkcon
%[%{32}s %]Failed to add DNS Owwubka npu gobasnernn DNS-cycddrkcos B
00100108 MSG_ID_LP_IKECFGIF_DN Lp WARNING suffix(es) %{1}s to the system, CUCTEMHBIV CAINCOK
S_SUFFIXES_ERROR peer %{8}s%[:%{9}u%]%l, id .
"%{10}s"%] %{1}s - cnncok cydprkcon
%[%{32}s %]IKECFG address MpucnanHbiin no IKECFG IP-agpec
%{1}s can't be used in current KOH(IUKTYET C CYLLECTBYIOLLMMM
MSG_ID_LP_IKECFGIF_BA network configuration. Attempting | g cucteme anpecamu unu npasunamm
00100102 LP WARNING ap p
D_IP to get another address. Peer POYTUHTA.
%{8}s%[:%{9}u%]%l, id . 3
"%{10}s"%] %o{1}s - nony4eHHbIN agpec
] MpucnaHHbIN BO BTOpown ¢hase IKE ID
%[%{32}; {"ﬂ'”}?or"eCtC'Kg traffic | (cenextop SA) He nopxoauT Ans IKECFG-
request %{1}s for IKECF nHTepdeiica,
00100103 | MSG.ID_LP_IKECFGIF BA 1 p ERR interface. Subnet expected. Peer | oo o samHGTOR
D_PH2ID N oo oo ] -K. conep p
70{8}s %[ %e{9u%] %, id onucaHneM noaceTy.
"%{10}s"%]
%{1}s - npucnaHHbI ID
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BelVPN 4.7. lpoTtokonupoBaHue coObITUI

MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
%[%{32}s %]IKECFG is not Pabota IKECFG no IPsecAction 3anpelieHa
i T.K. OH He umeeT dnara PersistentConnection.
MSG_ID_LP_IKECFGIF_RU supported for non persistent ®
00100104 | "= NOT PERSISTENT LP ERR connc:chon,olK(I)ERuleo /2{1}.8 : %({1}s - umsa IKERule, npucoeaMHEHHOrO K
- = peer A:{'Ei;fs %o[:%{9}u%] %I, id IPsecAction 6e3 cnara
7{10}s"%)] PersistentConnection
Mpu 3arpy3ke KOHUrypaLum He HangeHo HK
OAHOro ceTeBoro MHTepdelica,
o COOTBETCTBYIOLLENO
[CFG] no physical interface found | onycanuio Networkinterface.
00100111 | MSG_ID_LP_VIF_NO_PHY LP WARNING | for NetworkInterface "%{1}s" )
pattern "%{2}s" %{1}s - LogicalName aToro
NetworklInterface
%{2}s - WwabnoH nMeHn, HangeHHbIV No
LogicalName
Owwmbka npu KoHUrypaumm BUpTyanbHOro
. nHtepderica IKECFG.
00100201 MSG_ID_IKECFGIF_SETUP Lp CRIT _[IKECFG.IF] can_t setup IKECFG MompOBHOCTY onucaHbl B daine
_FAILED interface: see failh log o o o
% TEMP%/vpnsvc/error.log, koTopbIi
HeobOXxoaMMo nepefaTb paspaboTynkam.
Bo3sHukna Heob6xoanMoCTb CMeHbI agpeca,
OTKIHYEHUS NN U3MEHEHUS COCTOSIHNS
IKECFG-uHTepdeica.
[IKECFGIF] changing address of BeposaTHO, nameHunack koHdpurypaums IKE-
00100202 | MSG_ID_IKECFGIF_DIFFER || p WARNING | IKECFG interface from %{1}s to | NapTHepa, unu anpec IKECFG Gbin saHsT kew-
ENT_IP 0 TO ApYrvM
%{2)s Apyrym.
MponssoanTcst Nnepesarpyska KoHpurypaumn.
%{1} - cTapbin agpec
%{2} - HoBbIN agpec
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BelVPN 4.7. lpoTtokonupoBaHue coObITUI

MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
Owwubka co3gaHnst MapLipyTa B CUCTEMHON
Tabnuue poyTuHra npu KoHUrypawmm
' IKECFG-uHTepdeinca
MSG._ ID_IKECFGIF_ADD. R [IKECFGIF] can't setup IKECFG P
- %{1}s/%{2}s via %{3}s: %{4}s {2} - macka noaceTy
{3} - gateway
{4} - pacwmdppoBka oLnbKM
%[%{32}s %]IKECFG address
MSG_ID_LP_IKECFG_REFU request rejected by server, peer Ha 3anpoc agpeca no IKECFG IKE napTHep
00100205 | e "BY SERVER LP WARNING | o/ (815%[:%{9}u%] %], id OTBETUI OTKAIOM.
"%{10}s"%]
%[%{32}s %]Framed IP address
from RADIUS server will be MpucnanHbin RADIUS-cepBepom Framed IP
MSG_ID_LP_IKECFG_RADI ignored. Using local IKECFG data | address gnst napTHépa He ByaeT MCMNonb30BaH,
00100206 US_IGNORED LP NOTICE instead. Peer Tak kak B LSP 3agaHo ncnonb3oBaHue
%{8}s%[:%{9}u%] %, id nokansHoro IKECFG nyna.
"%{10}s"%]
He yganoch BKMOUYNTL NEPECLISIKY NakeToB
MSG_ID_IKECFGIF_WIN_E [IKECFGIF] can't enable packet Mexay ceTeBbiMU MHTepdericamu. BoamoxHo,
00100207 | \AB[E ROUTER FAILED | -F WARNING | torwarding [aHHast DYHKUMOHANBHOCTb 3a6/10KMPOBAHaA
AHTUBUPYCHLIMU NMPUNOXEHUSIMU.
KoHdurypaums ycnewHo sarpyxeHa.
%{1} - ucTouHMK KOHGUrypaLmm
MSG_ID_LP_CONFIGURATI [CFG] %{2}s configuration loaded (cs_console, command line, token v .1.)
00100112 ON LOADED LP NOTICE via %{1}s%][, title "%{4}s"%)] %{2} - Tun koHdurypauum (driver default,
- DHCP only, user-defined)
%{4} - Ha3BaHVe u3 KoHUrpyaumnm
(GlobalParameters.Title)
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BelVPN 4.7. lpoTtokonupoBaHue coObITUI

MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
KoHdpurypaums ycnewHo 3arpyxeHa, HO ecTb
npeaynpexaeHns, KoTopble HanpaeneHbl B
nor.
[CFG] %{2}s configuration loaded ;’/0{1} - MCT?HHMK KOHCbS?/paLiMﬁ )
MSG_ID_LP_CONFIGURATI via %{1}s%], title "%{4}s" %], ¢s_console, command line, token 1 T.1.
00100113 | 5N PARTIALLY LOADED | -F WARNING | o/ r61) potential problem(s) %{2} - TN KoHdUrypaLum (driver default,
found%[: %{5}s%] DHCP only, user-defined)
%{4} - Ha3BaHWe 13 KoHurpyauum
(GlobalParameters.Title)
%{5} - TeKCT NnpeaynpexaeHns
%{6} - KonnyecTBO NpeaynpexaeHun
Ownbka pasbopa koHdUrpyaumm
MSG_ID_LP_CONFIGURATI [CF@G] error in configuration from %011 -
00100114 — = LP ERR . o{1} - NCTOYHMK KOHpUTypaLuy
ON_LOAD_FAILURE %{1}s": %{3}s (cs_console, command line, token 1 1.1.)
%{3} - onncaxme owmnbkm
Havano cosgaHus IPsec-coeamHeHus
(IPSEC] . ) (obpaboTka bundle request).
connection reques
00100115 | Voo O-LE_CONNECTION 1 p INFO #%{1}u, packet %{2}s,%] Filter %{1} - Homep sanpoca
- "%{3}s", %]IPsecAction "%{4}s" %{2} - cenekTop nakeTta u3 3anpoca
%{3} - ums Filter
%{4} - ums IPsecAction
Owunbka Ha Ha4YanbHOM CTaaMu CO3aaHus
(IPSEC] ’ ) IPsec-coegnHeHmns (obpaboTka bundle
connection reques request).
00100116 MSSCSLDE—;E SO TON e ERR #%{1)u failed, %[ Filter "%{2}s", qo )
- - = %]packet %{3}s: %{4}s 7{1} - Homep 3anpoca
%{2} - cenexTop Naketa 13 3anpoca
%{3} - onncaxme ownbKkm
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
Owubka coxpaHeHust kKoHpUrypaumm B 6ase
] o OaHHbIX NpoayKTa.
00100117 MSG_ID_LP_CONFIGURATI Lp CRIT [CFG] can't save configuration in .
ON_SAVE_FAILED db: error "%{1}d" %{1} - kof oWNBKY, KOTOPBIN MOXHO
nepeaaTb B CNyx0y nogaepxku ans
pacLmnpoBKu
CospaHo |IPsec-coegnHenns (IKE Quick Mode
. 3aBepLumMniach yCcneLHo).
%[%{32}s %]IPSec connection .
%{1}u established, traffic selector %{1} - Homep cospaHHoro IPsec-
MSG_ID_LP_HOST _CONNE %{2}s, peer %{8}s%[:%{9u%], id coequHenns
00100119 | o1ED LP NOTICE | noyt1 039, Filter %{3)s%, %{2} - IKE traffic request/phase
IPsecAction %{4}s, IKERule 2id/cenekTop IPsec SA
%{5)s %{3} - Ha3BaHne dunbTpa
%{4} - ums IPsec-npaBuna
%{5} - nms IKE-npaBuna
MonkbiTka co3gaHus IPsec SA 3akoHunnack
%[%{32}s %]IPSec connection Heyfadei.
E??;J}eﬁ/t ]#O;A[’_{?/.‘ﬂ{’sz'(';?()/;[5 %{1} - cTagus ike, rae o6HapyxeHa oLunGka
MSG_ID_LP_CONNECTION oy 118 To]70l. 701248 7ol. T'GET %{2} - npuunHa ownbkm
0010011A REQUEST FAILURE LP ERR :/0{8}3%'[‘:%{9}u%]%[, id %{3} - HasBaHWe punbTpa
- - %{10}s"%] %, Filter %{3}s%]%], %q{4} - nms IPsec-npasuna
LPsec/g\ction %{4}s%] %[, IKERule %{5} - umsi IKE-npasuna
70{5}s%] %{6} - nopsiAKOBbLI HOMEpP 3anpoca Ha
co3gaHue |IPsec-coegnHeHus
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MSG ID | TekctoBoe npeacTaBneHue Paspen YpoBeHb LLiabnoH coobLeHuns OnucaHune cobbITUA
MonbiTka nepecosgarns IPsec SA
%[%{32}s %]Re-keying of IPSec | 3aKOHYMNach Heyaadeil.
;O{q';e;tig}”[ 0/3/{?%;1 f)?']leg%F %{1} - ctapus ike, rae o6HapyxeHa olunbka
MSG_ID_LP_CONNECTION o118 A7l 7o1&sS Tol. FEer %{2} - npu4mMHa oGk
%{5}s%] %{6} - Homep |IPsec-coeanHeHus, KoTopoe
nblTanMcb 06HOBUTb
) ) O6meH IKE, rae mbl BbICTynaemM B Ka4ecTse
%[%{32}s %]Incoming connection | pecrnionaepa, 3akoHUMNICS HEyAaven.
failed%[: %{1}s%]%][: %{2}s%]. . .
0010011G | MSG_ID_LP_INCOMING C | o ERR Peer %{8)s%][:%{9}u%]%|, id %{1} - cranus ike, rae oBHapyxera ounoka
ONNECTION_FAILURE "%{10}s"%)] %[, Filter %{3}s%]%][, 7o{2} - MpUuMHa oWMOKA
IPsecAction %{4}s%]%][, IKERule %{3} - HagBakme punbTpa
%{5}s%] %{4} - ums1 IPsec-npasuna
%{5} - umsa IKE-npasuna
. IPsec SA ynaneHb..
IPSec connection %{1}u closed: %1} o P
MSG_ID_LP_CONNECTION %{3}u bytes sent, %{4}u received: o1y - UAGHTUUKATOP IIFS€C-CoeNHEHNA
0010011D | ") 5sED LP NOTICE | ot2159%[, matched by license %{2) - Mpuaa ynanewws SA
number %{5}u%)] %{3} - 6ariToB OTNpPaBneHo
%{4} - 6anToB NPUHSATO
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MSG ID | TekctoBoe npeacTaBneHue Paspen YpoBeHb LLiabnoH coobLeHuns OnucaHune cobbITUA
Mo yHWKansHOMY HOMEpPY NLEH3MM NapTHEPa
obHapyxeH cTapoe, Hencnonbsyemoe |IPSec
coeguHeHne
%[%{32}s %]Stale IPSec %{1} - noeHtncunkartop craporo IPsec-
connection %{1}u detected with 53/0{2?"”"9"'”9' .
peer %{1 8}S%[:%{19}U%], id 0 - HOMep J'II/ILI,eH3I/II/I"I'IapTHepa.
0010011E | MOSO-LESPALE CONN 1 p WARNING | "%{20}s", license number: %{2}s: |  %{18} - IP-anpec napHépa o IKE o6meHy
- - while processing initial contact ANA CTaporo COEANHEHNA.
from peer %{8}s%][:%{9u%], id %{19} - IP-nopT napTHépa no IKE obmeHy
"%{10}s" Ans ctaporo coeAunHeHus. Ecnu He ykasaH,
TO nNopT cTaHaapTHbIN (500)
%{20} - 3HaveHwne IKE ngeHtudukaropa
ANs ayTeHTUudUKaLmm napTHépa ans
CTaporo CoeAIMHeHMsI.
) ) MpoBepka NULeH3UM NpoLuna ycneLwHo
00100124 MSG_ID_LP_LICENSE_CHE Lp INFO Product license info: product code .
CKED %{1}s, license number %{2}u 7%{1} - TMN npoAykTa B NNLIEH3NM
%{2} - Homep nuUeH3nK
daiin nuuUeH3nn OTCYTCTBYET UMM B HEM
00100125 | MSG_ID_LP_NO_LICENSE | LP ALERT Product license info: no license | HeNPaBUibHBIE AaHHbIC.
MpoaykT Byaet paboTtaTb C orpaHUYeHNsMN A0
BBOAA NMULIEH3UN 1 pecTapTa.
He yaanocTb HanTu agpec Ansi CETeBOro
[SNMP] failed to configure SNMP | “HTepdelica, KOTOpkIi ykasaH B kadecTse
ination © . nctoyHnka SNMP tra
00100129 MSG_ID_LP_SNMP_TRAP_ Lp WARNING trap destination %{1}s: no IP p

RECV_NO_IP

address found for network
interface "%{2}s"

%{1} - agpec nonyyatensa SNMP trap
%{2} - nornyeckoe MMsi CETEBOrO
UHTepgenca

Copyright © C-Teppa Ben 2025

20




BelVPN 4.7. lpoTtokonupoBaHue coObITUI

MSG ID

TekcToBOE npeacTaBneHue

Paspen

YpoBeHb

LLlabnoH coobLieHuns

OnucaHue coobbITUA

0010012C

MSG_ID_LP_ID_CONFLICT

LP

WARNING

%[%{32}s %]Traffic request
overlaps with other IPsec SA
created for peer %{1}s:%{2}d,
conflicting address range: %{5}s,
peer %{8}s%[:%{9}u%]%|, id
"%{10}s"%]

Cenekrop co3gaBaemoro SA nepecekaeTcsi ¢
CenekTopom paHee cosgaHHoro SA ans
ofHoro uneTpa.

OTO Npm3HaK HecornacoBaHHOCTU
KOHdpMrypauuin naptHepa, MOXeT NPUBECTM K
yoaneHuio IPsec-nakeTtoB npu obpaboTke m3-
3a HECOOTBETCTBMSA NONMUTUKE GEe30NacHOCTN.
[aHHoe coobuieHne aBnsieTcst
npegynpexngeHnem o BO3MOXHbIX NpobrieMax
N He npepbIiBaeT npouecc co3gaHmsa SA.

%{1} - IP agpec napTHepa, co3gasLuero SA,
C KOTOPbIM KOH(PNMKTYET BHOBb
co3gaBaeMbli

%{2} - nopT aToro napTHepa

00100130

MSG_ID_LP_SAME_AUTH_
METHOD_SPEC

LP

WARNING

[CFG] IKERule "%{2}s", line
%{3}d: %{1}s has multiple
authentication methods with the
same type, only first of them will
be used.

MpenynpexaeHne BO3HMKAET, CNu Mpu
3arpyske KoHurypaumm obHapyxeHo,
yto B IKERuUle npucyTcTByeT HECKOMbKO
MEeTOAOB ayTeHTUmKaumMm ogHoro Tuna.
PecnoHgep 6yaet ncnons3oBaTb TONbKO
nepBbIi BAPUAHT M3 ABYX OQHOTUMHBIX
MEeTO0B.

%{1} - cnncok, roe BCTpeyeH NoBTop
(AggrModeAuthMethod/MainModeAuthMeth
od)

%{2} - ums ike-npaBuna

%({3} - Homep cTpoku, rae 3To NpaBuno
onncaHo
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
Mpwn uTeHuu ini-channa obHapy>xeHo
HenpaBunbHOE 3HadYeHne ans
MSG_ID_LP_AGENT INI_C Dgfa"uItCryp_tq?_ontextngrlPSecS DefaultCrvotoContextsPorPSecSA
Ain "agent.ini" is not valid (should | Y€laultLryptoLontexisreriroec
00100138 | P_CONTEXTS_PER_SA IN | LP WARNING be 1..128), %{1}d will be used Gy4eT UCMONb30BaHO 3HauYeHMe Mo-
%{1} - 3Ha4eHne No-ymonyaHuio
MpenynpexaeHne BO3HMKAET, ECNN MpK
3arpyske koHdurypaumm obHapyXeHo,
yTo B IKERUle 3aTpeboBaH aggressive-pexum
ONS vHuumaTopa,
HO NMPUCYTCTBYIOT TPAHCHOPMbI C Pa3NNYHbIMM
[CFG] IKERule "%({2}s", line GrouplD.
00100139 Mgsét?lgLP—AM—USE—ONE LP WARNING | %{3}d: in Aggressive Mode V“"V“-W'aTOPOM ByneT ncnonb3oBaTbCs TONLKO
- initiator will use %{1}d only. ykasaHHbiit GrouplD.
%{1} - rpynna, koTopas 6yget
1cnosb3oBaHa MHULMATOPOM
%{2} - nms ike-npaBuna
%{3} - Homep cTpoku, rae 3To NpaBuno
onncaHo
%[%{32}s %]OId IPSec SA had
been killed before new IPSec SA SA, anga koToporo nposoauncs rekeying 6bin
MSG_ID_LP_OLD_SA DIE_ was created dur_lng rekeying. yOaneH oo 3arpy3kvM BHOBb CO3[aHHOro SA.
0010013D LP WARNING | Please report this to the product
BEFORE_NEW support. Peer Mpocbba coobwuTh B CNyX0y NogaepXKu o
% {8s%[:%{ONu%] %, id nogoOHoOM noBeaeHuN.
"%{10}s"%]
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
Owwubka yganeHus mapLupyTa, OnmMcaHHoro B
LSP.
MSG_ID_LP_DEL ROUTE [ROUTE] can't delete route %01} -
0010013E — - |LP WARNING . o{1} - noAceTk HasHaYeHus
%{3} - gateway nnun nma nHtepdeiica
%{4} - nosicHeHne ownbkm
Owunbka gobaBneHms mapLupyTa, ONMcaHHoro
B LSP.
MSG_ID_LP_ADD_ROUTE_ [ROUTE] can't add route %{1} - NoaceTb Ha3HaYeHNs
0010013F | EAlLED LP WARNING | o/ t11s/0%{2)d via %{3)s: %{4}s o/jz% _ macka noaceTH
%{3} - gateway nnn nms nHtepdeinca
%{4} - nosicHeHne ownbdkn
B cosgaHHoM IPsec SA orpaHunyeHnune no
%[%{32}s %]SA traffic limit TpaduKy He COOTBETCTBYEeT JOMYCTUMOMY
(%{1}d) exceeds limitations OrpaHMYEHNIO ANS UCMONb3YEMOTrO
00100140 M.I.S%;EI—CI:‘P—IPSEC—HI—TTL LP WARNING | imposed by the cryptograghic KpunTorpacu4eckoro anroputma.
- ?'9°”tg‘m6 peero o . %{1} - orpaHnueHue, kotopoe 6yaert
70{8}s%[: %{9u%], id "%{10}s “crnonb3oBaHo B co3aaHHoM IPsec SA (0 -
©e3 orpaHuyeHuin)
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MSG ID | TekctoBoe npeacTaBneHue Paspen YpoBeHb LLiabnoH coobLeHuns OnucaHune cobbITUA
KoHurypauusa ycnewHo 3arpy>keHa no
WHMUMATBE Nofb30BaTenNsi NOCPeACTBOM
yTunuThl (cs_console, Isp_mgr).
MpeaBapsieT NOCTPOYHYIO Bbiaauvy
3arpyxeHHown LSP no
MSG_ID_AUDIT_SHOW_NEW_LSP.
[CFG] new LSP (%{1}s line(s))
successfully loaded by "%{2}s" i/os{ll} - KONMYECTBO CTPOK B 3arpy>KeHHOm
MSG_ID_AUDIT_LOAD_NE user via %{3}s%[ "%{6}s"%] :
00100151 W_LSP LP INFO process%[%{4}s using %{2} - ma nonb3osatens,
unrecognized connection%] %[ MHULIMMPOBABLLETO 3arpysky
using %({5}s remote connection%] %{3} - PID npouecca nokanbHon yTUnuThbl,
BbIMOSTHMBLLUEN 3anpoc Ha 3arpy3ky LSP
%{4} - BcnomoraTenbHbIA apryMeHT
%{5} - peTanu remote-connection
("Daemon(<IPs><ports>)")
%{6} - UmMSa yTUNnTBLI, NHULMMPOBABLLEN
3arpysky
MNMocnepoBaTensHo BbigaoTecs "as is"
HyMepOBaHHbIEe CTPOKW 3arpyeHHon LSP
. cpasy nocne Bbigayu coobLleHns
00100152 MSG_ID_AUDIT_SHOW_NE Lp INFO [CFG] new LSP, line MSG_ID_AUDIT_LOAD NEW_LSP
W_LSP %{1}u/%{2}u: %{3}s
%{1} - Homep BblgaBaemou cTpoku LSP
%q{2} - Bcero cTpok B LSP
%{3} - ctpoka LSP
[RRI] %{1}s, route not created: Ouwwmbka dopmmposaHus mapupyta RRI. To
destination %({2}s, traffic selector ecgb npobnema obHapyxexa Ao ”0”‘8”*(”
0, 0, o] 0/.10/.T-0, o] .
08500001 I\E/ISG_ID_RRI_NOT_CREAT RRI WARNING %{10}8%]..%{11}s%]%[:%{12}d%] | A° oaBV'Tb MapLIpyT B CUCTEMHYIO Tabnuuy
e ot o /10, 10 %{1} - noacHeHne onbKkm
> @){13}5 A’[-(-)/"{M}(i 0] %[:%{15}d %{2} - TYyHHENbHbIN agpec
%] %[ proto %{16}s%] %{10}-%{16} - cenexTop SA
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
Owwubka yganeHus mapLupyTta, CoO34aHHOro
RRI.
MSG_ID_RRI_DEL_ROUTE_ [RRI] can't delete route %{1} - noaceTb Ha3HaYeHNs
08500002 | £a) ED RR WARNING | 9, 13s/9%{2}d via %{3}s: %{4}s 0/:§2§ - macka noaceTH
%{3} - gateway
%{4} - nosicHeHne ownbkm
Owubka nobasneHus mapwpyTta RRI.
MSG_ID_RRI_ADD_ROUTE [RRI] can't add route %({1}s/%{2}d %{1} - noAceTb HasHayYeHus
08500003 _FAILED RRI WARNING via %{3}s: %o{dls %q{2} - Macka nogceT
%{3} - gateway
%{4} - nosicHeHne owndkn
O6HaBneH mapwpyT RRI.
[RRI] updated route to %{1} - NoaceTb Ha3HaYEHNs
08500004 | MSG_ID_RRI_UPDATED RRI INFO %{10}3/%{2}d: new gw %{3}s, old %q{2} - Macka nogceT
gw %{4}s %{3} - HOBBIN gateway
%{4} - npegbligywun gateway
via %{3}s for destination %{4}s,
traffic selector %{1} - noaceTb Ha3Ha4eHus
08500005 | MSG_ID_RRI_CREATED RRI INFO %{10}s%[..%{11}s%]%[: %{12}d%)] %{2} - macka nopaceT
- %{3} - gateway
>%{13}s%]..%{14}d%]%[:%{15}d %{4} - TyHHeNbHBIN afpec
%] %[ proto %{16}s%] %{10}-%{16} - cenektop SA
YpnaneH mapwpyT RRI.
[RRI] removed route %{1}s/%{2}d %({1} - noaceTL HasHaYeHMS
08500006 | MSG_ID_RRI_REMOVED RRI INFO Via %{3}s for destination %{4}s %{2} - Macka nopceTy
%{3} - gateway
%{4} - TYyHHenbHbIN agpec
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
[MapTHEpPY BblOaH BHYTPEHHUIA agpec 13
IKECFG nyna
%{1} - BbI@AHHLIN agpec
%[%{32}s %]IKECFG address %{2} - cTaTyc npokcupoBaHus ARP-
%{1}s assigned to peer 3anpocos:
?Egisﬁ{i"g@w%], id( ‘)%g) ?1}?} " proxy ARP enabled - npokcuposaHie
01£7S70[, ANS SEIVEN(S): 7011570 BKITIOYEHO [MNs BCeX MHTepencoB ¢
10002001 gﬁgﬁl PIKE_IKECFG_ASS IKE INFO %{12}8%]%][ 70{13}s%]%[ nonceTﬂMVfl BKJ‘IIO‘-IaPOLU,VII\EI)lTBbID,aHHbIVI
%{14}s%]%[ %{15}s(...)%]%] %, anpec:
domain suffix(es): %{21}s%][ partial proxy ARP - npokcupoBaHue
%{22}s%] %[ Yo{23}s%] %] BKIMIOYEHO HE A1 BCEX MHTepeiicoB ¢
%{24}8%] %[ %o{25}s(...) %] %] MoAceTsaAMU, BKMOYAKOLWUMN BblAaHHbINA
agpec;
no proxy ARP - ARP-3anpochkl He
NPOKCUPYIOTCS.
MSG_ID_IKE_IKECFG_REF :/;J[Z?:{tzﬁ}i;;@g:tig ifs?gﬁ?fg MapTHEp OTKA3ANCH OT PAHEE BLIAAHHONO
10002003 USED_BY CLIENT IKE INFO another address. Peer agpeca 13 IK!_ECFG nyna. HenaeTcsa nonbiTka
{8 %[-%{9}u%], id "%{10}s" BblAaTb NapTépy Opyron aapec.
%[%{32}s %]IKECFG address
%{1}s is already bound to another | BoigaBaembln napTHEPY BHYTPEHHUI afpec 13
10002004 MSG_ID_IKE_IKECFG_POO IKE INFO partner. Clearing old IKECFG IKECFG nyna yxe 3aHaT gpyrMMm NapTHEPOM
L_CONFLICT data to resolve address conflict. CO cxofHbIMK napameTpamn. CoeguHEHNs CO
Peer %{8}s%[:%{9}u%] %], id CcTapbiM NApTHEPOM OyAyT YHUUYTOXEHBI.
"%{10}s"%]
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
Owwubka npu NonbITKe Bbl4aun BHYTPEHHETO
agpeca napTHEpY.
%[%{32}s %]Cannot assign %{1}s - BoIGpaHHbIn IKECFG agpec ans
MSG_ID_IKE_IKECFG_ADD HzEOCFG} adod]ress%[ %{1}2%] to napTHEpa (ecnm ecTb)
D %{8}s%[:%{9}u%], id "%{10}s" pool is not configured - nyn He 3aaaH;
pool is over - nyn ucyepna;
proxy ARP failed - owinbka 3agaHus
npokcmpoBaHus ARP-3anpocoB
%[%{32}s %]IKECFG address PaHee BblgaHHbIN NApTHEPY BHYTPEHHNIA
%{1}s was previously bound to A PTHEPY BHYTP
current partner. Clearing old agpec n3 IKECFG nyna HeCOBMECTUM C
10002006 MSG_ID_IKE_IKECFG_ADD IKE INFO IKECFG data to assign new TekyLen nonnTnkon GesonacHocTn, NMbo

RESS_INCOMPATIBLE

address. Peer
%{8}s%[:%{9}u%] %, id
"%{10}s"%]

napTHép 3anpocun apyron IKECFG agpec.
Nmetowmecsn coeguHeHus co ctapbim
napTHEPOM ByayT YHUUTOXKEHBI.

O6wue napameTpbl A4St COOBLLEHNNA:

%{8}s IP-agpec naptHépa no IKE obmeHy.
%{9}u IP-nopT napTtHépa no IKE obmeHy.
Ecnu He ykasaH, TO NOpPT CTaHAAPTHbIN
(500)

%{10}s 3HaueHwne IKE ngeHtndumkatopa
Ons ayTeHTUduKauum napTHEpa.

%{15}u Nopor orpaHn4yeHnst pecypca
%{20}s lNMprynHa BO3HNKHOBEHMS COObLITUSA
%{32}s peHTndukatop ceccun IKE
obmeHa. dopmar - "<n:m>", rge n - Homep
sawmwatoutero ISAKMP coeanHenus, m -
HoMep obmeHa, 3almLLaemMoro AaHHbIM
ISAKMP coeguHeHuem

%{40}u Homep ISAKMP coeanHeHus
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LabnoH coobweHus OnucaHue cobbiTUs
HayaT HoBbIVi IKE 06MeH.
. . %{1}s MpwnunHa, BbI3BaBLLAA OOMEH
/0{32}s S_tf‘rt IKE session, %{2}s Tun obmeHa (Exchange Type no
10000001 | MSG_ID_IKE_START_SESS | | = DEBUG (I:{equ%st..ok{ﬂso, t);pe 7o{2}s, peer RFC2408)
ION 70{8}s%[: %{9}u%]%][, sessionld %{4}s NoeHTudmkatop obmeHa (Initiator
%o{4}s.%{5}s%] Cookie no RFC2408)
%{5}s UpeHTndukatop obmeHa (Message
ID no RFC2408)
10000002 MSG—' D_IKE_END_SESSIO |\ p DEBUG | %[%{32}s %]Session completed | IKE 06MmeH 3asepwéH
MapTHéP Npucnan nHgpopmauuto oo
ucnono3syemom Bel VPN AreHTe
%{1}s HanmeHoBaHne npogykra
. %{2}s CtapLumin Homep Bepcum NpoaykTa
%[%{32}s %]Partner's VPN Agent %{3}s Mnagawmit Homep BepcuM NpoaykTa
It?f% Q;‘?g;’cf)/()/gé; }SJJ{E} — %{4}s Homep cGopku npoaykTa
UllG:7012S. 7019¢S. 70138 70 /0], %{5}s OnepauunoHHas cuctema, Ans
10000003 g"gﬁf' DEE_PARTNER A | ke DEBUG | OS:%{5}s%]%], CPU:%{6}s%]%l, Kg{m}pom COBpaH NPOyKT
- features:%{7}s%] %[, product %{6}s MnaTcopma, Ans KOTOpom cobpaH
code:%{101}s%] %], license MpOAYKT
number:%{103}s%] %{7}s JononHuTenbHbIE ONUMK,
BKITOYEHHbIE B COOPKY (ecnu nmeroTcs)
%{101}s Koa npoaykTa, yKasaHHbI B
nMUEH3NN
%{103}s Homep nuueHann
%[%{32}s %]ISAKMP connection
0,
10000005 | MSG_ID_IKE_SA _CREATED | IKE INFO %{40}u created, peer CosnaHo ISAKMP coepmHeHme

%{8}s%[:%{9}u%]%l, id
"%{10}s"%]
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MSG ID TekcToBOE NpeacTaBreHue Paszgen YpoBeHb LLla6noH coo6weHus OnucaHue co6bITUA
ISAKMP connection %{40}u
closed, peer %{8}s%[:%{9}u%]%l,
id "%{10}s"%]%>INFO[, bytes
10000006 | MSG_ID_IKE_SA CLOSED IKE INFO sent/received: %{3}u/%{4}u, YHuutoxeHo ISAKMP coeaunHeHune
exchanges passed: %{5}u%]%],
Reason: %{20}s%]%[, matched
by license number %{1}u%]
MSG_ID_IKE_ID_RECEIVED %[%{32}s %]Receive identity MapTHéP Npucnan cBo MAEHTUMUKALMOHHYIO
10000007 _FROM IKE DEBUG "%{1}s", peer %{8}s%[:%{9}u%] WHpopmaLmo
%[%{32}s %]Send identity
"%{1}s", peer lMapTHépy oTOCnaHa nokansHas
10000008 | MSG_ID_IKE_ID_SENT_TO | IKE DEBUG %{8}s%[:%{9%u%]%lI, id naeHTnMrKaumoHHas nHdopmasms
"%{10}s"%]
MSG_ID_IKE_FLOAT_PART %[%{32}s %]Float partner to i
10000009 NER IKE DEBUG %{8}5%[:%{Ou%] M3meHeHune ceTeBbIX NapamMeTpoB NapTHEpPa
. .| MapTHépY oTOCNaHbLI NapamMeTpbl
0/.T0, 0,
1000000A MSG_ID_IKE_PH2_ID_SEN IKE DEBUG 0/° [% {32%,5 %]Send traffic request: 3awmiaemoro Tpadmka cosgaBaemoro IPSec
D %{1}s->%{2}s
coeguHeHus
1000000B MSG_ID_IKE_PH2_ID_REC IKE DEBUG %[%{32}s %]Receive traffic MapTHép Npucnan napameTpbl 3aLmLLaeMoro
\% request: %{1}s->%{2}s Tpacmka cozgaBaemoro IPSec coegmHeHus
[ISAKMP] Exchange pended. IKE 06MeH OTrnoxeH ns-3a orpaHn4eHHoCTH
MSG_ID_IKE_INITIATE_SES Limit of %{15}u initiated sessions | PECYPCOB.
1000000C P - IKE WARNING :
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
[ISAKMP] Peer %{8}s%[:%{9u%] IKE obmMeH OTMEHEH n3-3a OrpaH14eHms
requests were rejected %{3}u VHULMMPOBAHHbLIX MapTHEPOM, C MOMEHTA
times npeablayLiero BbisoJa AaHHOro coobLleHus
IKE Tpachuk oT ykazaHHOro napTHépa
(ISAKMP] A denied f MOSTHOCTbIO UFHOPUPYETCS.
ccess denied for peer
1000000F | MSCG_ID_IKE_ACCESS DE | ¢ WARNING | %{8}s%l[:%{9}u%]. %{3}u IKE- %{3}u Konmecso copotuentbix IKE
MOMEHTa npeapblayLlero BbiBoga JaHHOMO
cooOLLeHns
%[%{32}s Y%]Searching peer
MSG_ID_IKE_NO_PEER _CE certificate failed, Reason: not . .
10000011 RT IKE INFO found, peer %{8)s%[:%{9u %%, CepTtudukat napTépa He HangeH
id "%{10}s" %]
%[%{32}s %]Searching peer c o )
certificate failed. Reason: €pTnduKar napTepa He npurofeH AnA
10000012 | NSCDIKEPEER CERT_ g INFO %{20}s.%{1}s, peer MCTIOMb30BaHMS
7{8}s%][:%0{9}u%] %], id %{1}s Onucanvie cepTudukata
"%{10}s"%]
MSG ID IKE PEER CERT %[:t/?f{'BZt}S (‘;A’E%J}Sing peer Wcnonb3oBaHue cepTudmkaTa napTHEpa Ana
_ID_IKE_| . . certificate:%{1}s, peer MpOBepKX NOANUCH
10000013 | FoyuND IKE INFO %{8)5%[:%{IIu%] %, id
"%{10}s"%] %{1}s Onucanune ceptndukata
%[%{32}s %]Searching local
MSG_ID_IKE_NO_LOCAL_C certificate failed, Reason: not He HanpgeH nokanbHbIn cepTudmkaT s
10000014 ERT IKE WARNING found, peer %{8}s%[:%{9u%]%[, | cosmaHus nognucu
id "%{10}s" %]
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MSG ID | TekcToBOe npeacTaBneHue Paspen YpoBeHb La6noH coobweHus OnucaHue cobbiTus
%[%{32}s %]Searching local I . o
certificate failed. Reason: oKanbHbI cepTudMKaT He NMPUTOAEH ATs
10000015 | MSC_ID_IKE_LOCAL CERT |\ ¢ WARNING | %{20}s.%{1}s, peer MCTIoNb3oBaHYSA
_INVALID eI L BeE
70{8}s %[ %{9u%] %, id %{1}s OnucaHne ceptudukaTta
"%{10}s" %]
MSG ID IKE LOCAL CERT %[:t/?f{'BZt}S (‘;A’%%J}Sing local Vicnonb3oBaHve nokanbHOro ceptudukaTa Ans
U _IRE_ — certincate. 7o, 1;S, peer cosfaHus nognucu
10000016 | “£o0ND IKE DEBUG | o/ 1815 % [:%{9u%] %, id
"%{10}s"%] %{1}s OnucaHune cepTudukaTa
HeycnewHoe 3aBeplieHue IKE obmeHa
%[%{32}s %]IKE session %({1}s Cnncok (cTek) onepaumii, npu
stopped%] at BbINOJIHEHUM KOTOPbIX Npou3oLLna owmnbka.
MSG_ID_IKE_EXCHANGE_ %{1}s%]%<DEBUGI, type %{2}s, %{2}s Tun obmeHa (Exchange Type no
10000018 | £p) Ep IKE DEBUG 1 peer %{8)s%[:%{9}u%]%L, RFC2408) 5
sessionld %{4}s.%{5}s%]%]%l, %{4}s NnenTtndpukatop obmena (Initiator
Reason: %{20}s%] Cookie no RFC2408)
%{5}s NigeHtudpmkarop obmeHa (Message
ID no RFC2408 )
OTcbinka napTHEPY coobLeHns 06 yaaneHum
COELIMHEHWSI.
%[%{32}s %]Sending deletion %{40}s Homep ynansiemoro ISAKMP
for%[ ISAKMP connection COEAMHEHNA.
10000019 | MSG_ID_IKE_DELETION_S |, INFO %{40In%]%[ IPSec connection %{2}u Homep yaansemoro IPSec

END

%{2}U -%] %[ %{3}s%>INFO,
Spi:%{41s%)]%]

coenHeHus.
%{3}u CeTeBown npotokon IPSec
coenHeHMS.

%{4}s peHTndukaTop spi ygansemoro
IPSec coeanHeHus.
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MSG ID TekcToBOE NpeacTaBreHue Paszgen YpoBeHb LLla6noH coo6weHus OnucaHue co6bITUA
Mony4yeHo coobueHne 06 yganeHuu
CcoegMHEHNs NapTHEPOM.
%[%{32}s %]Received deletion %{40}s Homep ynansiemoro ISAKMP
for%[ ISAKMP connection COEANHEHNA.
10000014 | poO—IPKEDELETIONR e INFO %{40}n%]%[ IPSec connection %{2)u Homep ynansiemoro IPSec
%{2}u -%]%[ %{3}s%>INFOI, coeanHeHns.
Spi:%{4}s%]%] %{3}u CeTeBon npoToKON yaansaemoro
IPSec coeanHeHus.
%{4}s VigeHTudpmkartop spi yagansemoro
IPSec coeanHeHus.
OTcbinka napTHEPY MHGOPMAaLMOHHOTO
Cco00LLIEeHMS.
%{1}u Tun MHOPMaLMOHHOIO coobLLEHNSA
(Notification) no RFC2407, RFC2408.
%[%{32}s %]Sending notification %{4}u HoBoe 3HaueHe orpanq(eHwﬂ
[%{1}s]%] for %{33}s%]%] for XM3HW COeAMHEHUs B ceKyHaax (ans
10000018 Msg—'D—'KE—NOT'F'CAT'O IKE DEBUG | ISAKMP connection %{40}s%]%[, |  HOTMdukaumm RESPONDER-LIFETIME).
N_SEND LifeTime:%{4}u%]%|, %{5}u HoBoe 3Ha4eHne orpaHn4eHus
LifeTraffic:%{5}u%] XWN3HU coeanHeHus B kunobanTax (ans
HoTudmkaumm RESPONDER-LIFETIME).
%{33}s geHTndukatop agpecyemon
ceccum IKE obmeHa.
%{40}s Homep agpecyemoro ISAKMP
CoelVHEHUS.
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
Mony4eHo MHOpMaLIMOHHOE CooOLLEHME.
%{1}u Tun nHdpopmaLoHHOro coobLueHus
(Notification) no RFC2407, RFC2408.
%{3}s Peakuuns Ha nony4yeHHOe
coobLueHue.
EZ;[:/;?]%;S[ :@]T/efsesi}/eg ]lg/ofi;ication %({4}u HoBoe 3HaueHMe orpaHnieHns
0114S] 70| TOI 70 S0 /0] TOr
1000001C | N ez O HCATION ke DEBUG | ISAKMP connection %{40)S%I%[: |  mormdbuannn E”E”gsgﬁgyéé?ﬁé’é‘}‘;m,,
- %{3}s%] %[, LifeTime:%{4}u%] %], %{5}u HoBoe 3HauyeHne orpaHuyeHus
LifeTraffic:%{5}u%] XN3HN COeAUHEHNS B KunobanTtax (ons
HoTudpmkauun RESPONDER-LIFETIME).
%{33}s geHTndukatop agpecyemon
ceccun IKE obmeHa.
%{40}s Homep agpecyemoro ISAKMP
coefuHeHMs.
Mony4yeHo Hes3almLEHHOE (HegoBepsieMoe)
MHOPMaLIMOHHOE CoobLLEHME.
%[%{32}s %]Received %{1}u Tun MHHOPMALIMOHHOTO COOBLLEHMS
1000001D MSG_ID_IKE_UNPROTECT IKE DEBUG unprotected notification [%{1}s]1%[ (Notification) no RFC2407, RFC2408.
ED_NOTIFICATION_RECV for %{33}s%]%][ for ISAKMP %{33}s VipeHTudnkaTop agpecyemoii
connection %{40}s%]: Ignore ceccevn IKE oBMeHa.
%{40}s Homep agpecyemoro ISAKMP
COeVHEHUS.
o66(32)s SISAKMP connection |, el SRR SRS
1000001E MSG_ID_IKE_SA_DEACTIV IKE DEBUG %{40}u deactivated%[, Reason: HekoTopoe Bpemsa coeanHeHne MO)KeT.6bITb
ATED %{20}s%]%[, matched by license
number %{1}u%] MCMNONb30BaHO AJs 3aLUTbl paHee Co3aaHHbIX
N MHPOPMALIMOHHBIX OBMEHOB.
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
%[%{32)s %]Reducing life imevs[ N3meHeHOo orpaHnyeHve X13Hu
o[7019£S 7o[R€AUCING lIt€ IME7o CTaHaBN1BaeMOro coeavHeHns Mo BPEMEHM.
10000020 'I\E"ST?ME—'KE—REDUCE—L'F IKE INFO for ISAKMP connection %{40}s%] | P
- to %{1}u seconds %{1}u HoBoe 3Ha4yeHne orpaHnyeHuns
XXM3HW COeLMHEHUsI B CeKyHaaX.
%[%{32)s %]Reducing Iif N3meHeHO orpaHuyeHme Xn3Hu
ol 70192;S Yo]REAUCING lIT€ CTaHaBM1BAEMOro COeJUHEHUs Mo TpaduKy.
10000021 'EAST%—A'EF'IEE—REDUCE—L'F IKE INFO traffic%| for ISAKMP connection | i Y
- %{40}s%)] to %{1}u kilobytes %{1}u HoBOE 3Ha4eHue OrpaHn4eHus
XM3HW COeMHEHNs B kunobanTax.
HocTurHyTo orpaHuyeHune no obiemy
Konu4yecTBy BblnonHsaemblx IKE o6meHoB B
o ponu pecnoHaepa.
[ISAKMP] Limit of %{1}u Bce HoBble 06MeHbI neBoit hasbl,
10000050 | MSG_ID_IKE_RESPOND_P | | WARNING | responding Phase-1 sessions is npeanaraemble napTHépamu, GyayT
H1_REJECT achieved. Starting to reject new | oreeprathcs O MOMEHTa CHIDKEHMS Harpy3ku
sessions. (cm.
MSG_ID_IKE_RESPOND_PH1_ACCEPT).
%{1}u JoCTUrHyTbIN NOPOr OrpaHYeHuns.
BosobHoBneHne npoBeaeHus HoBbIx IKE
obmeHOoB neson asbl, Npeanaraembix
[ISAKMP] %{1}u packets for new | NapTHeEPamu.
10000051 Mfi—c':g—E'ﬁ—RESPOND—P IKE WARNING | Phase-1 sessions were dropped. | (cM. MSG_ID_IKE_RESPOND_PH1_REJECT)
B Starting to accept new sessions. %{1}u KonnyecTBo 0TBEPrHYTbIX NaKeToB
HOBbIX 0OMeHOB NepBoK hasbl 3a BpeMs
OENCTBUS OrpaHnYeHus.
MSG_ID_IKE_WRONG_PAD %[%{32}s %]Wrong padding in MapTHép npucnan 3awmndpoBaHHbIN NakeT ¢
10000070 DING IKE DEBUG partner's encrypted packet HenpaBuIibHbIM hopmaTom padding'a.
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
Mpounsowna owwnbka npu oTceinke IKE-nakeTta.
MSG_ID_IKE_SEND_PACKE %[%{32}s %]Unable to send IKE
10000071 - = - - IKE DEBUG o o 010 0/ 10 MakeT MoxeT BbITb NOCNaH No3aHee npu
T_FAILED packet%[ to %{8}s%][:%{9}u%]%] PETPaHCMICCIM.
0/.10 _ Y
10000101 I\E/ISSSE__II_IE_IKE_NAT_REMOT IKE DEBUG /o[/o{32}§ %]NAT detected on 06Hap_y>|<eHo NAT-ycTponCcTBO Ha CTOpOHE
- CTED remote side napTHépa
0/ 0, _ ~ o
10000102 I\D/IS_I(_SE_I D_IKE_NAT_LOCAL_ IKE DEBUG /o[A){3'2}S %]NAT detected on O6HapyxeHo NAT-yCcTpoCTBO Ha NokansHON
CTED local side CTOpOHe
%[%{32}s %]Packet to Mpn ncnonssosaHun NAT-Traversal ot
10000103 MSG_ID_IKE_NAT_T_WRO IKE DEBUG incompatible port received while naptHépa nony4deH IKE naket Ha UDP nopt
NG_PORT .
- using NAT-Traversal 500
%[%{32}s %]Unable to use port o :
10000104 | MSG_ID_IKE_NAT_T_UNAB | ¢ ERR 4500 for NAT-Traversal, peer: | TS802oxo saAeneraoats BAT Henene
LE_USE_PORT %{8)s%[:%{9}u%] %], id: 2500 P P
"%{10}s"%]
Mo yHMKanbHOMY HOMEpPY NUUEH3UW NapTHEPa
obHapy»XeHo cTapoe, Hencnonb3yemoe
ISAKMP coeauHeHwue
%[%{32}s %]Stale ISAKMP )
connection %{40}u detected with 3?);; Homep nuuensnn naptHépa. .
peer %{18)s%][:%{19}u%], id ) s IP-agpec napTHépa no IKE obmeHy
10000201 '\E"gﬁéﬁ—gff—l_?géhg—ECONN IKE WARNING | "%{20}s", license number %{2}u: A5 CTAPOTO COBAMHEHNS.
— = while processing initial contact %{19}u IP-nopT naptHépa no IKE obmeHy
"%{10}s" TO nNopT cTaHaapTHbIN (500)
%{20}s 3HaueHune IKE ngeHTtudumkatopa
ONs ayTeHTUdUKauumn napTHépa ans
CTaporo coeanHeHus.
MSG_ID_IKE_LOCAL_LICE o/ 10 o : .
10000202 | NSE_DUPLICATION DETEC | IKE DEBUG _/o[A;{32}s Y%o]Duplicate of local MapTHép MCroNb3yeT Ty e NNLEH3NI0, YTO U
TED license detected Ha NoKanbHOM YCTPOUCTBE
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MSG ID TekcToBOE NpeacTaBreHue Paszgen YpoBeHb LLla6noH coo6weHus OnucaHue co6bITUA
Owunbka OTKpPbITMSA cokeTa ONns NOAAEPKKM
npotokona ISAKMP
. HaunHas ¢ Windows Vista moxeT uapegka
[ISAKMP] Failed to open UDP )
10008001 MSG_ID_IKE_UDP_SOCKE IKE WARNING | socket for %{8}s:%{9}u. Please BO3HMKAaTL NOCIE BbIXOAA Windows n3 pexuma
T_FAILED . 'mbepHaumm (Hibernation)
send this message to support.
unu CHa (Suspend). B aTtom cnyyae cnegyet
nepesarpy3utb LSP ans BocctaHoBneHus
pabotocnocobGHOCTN AreHTa.
%[%{32}s %]RADIUS: Sending
MSG_ID_IKE_RADIUS_REQ 'rltoeques'tl to ACf:ess Server for user OTchbinKka 3anpoca Ha ayTeHTUdUKaLuo
10000401 UEST_USER IKE DEBUG %{1}s’, peer: Access cepBe NS yKasaHHOro username
- %{8)s%[:%{9u%] %], id: pBepy AnA Y
"%{10}s"%]
%[%{32}s %]RADIUS: Access Ot Access cepBepa nony4yeHo paspelleHue Ha
) it i co3gaHvne coeguHeHnsl C MapTHEPOM
10000410 MSG._ID_IKE_RADIUS_ACC KE - gran_ted(.j.AaoEﬁddlt;/ongl att.r|butes pTHEP
ESS GRANTED UG received. of }50- °0] eer. %q{1} - MpucnaHHble JONOMNHUTENbHbIE
- "/;’{8}3 /°'[|50/°{9}U %ol %] id: aTpubyTbl. POPMUPYIOTCS 13 COOBLLEHUS
70{10}s"%] MSG_ID_IKE_RADIUS_IKECFG_DATA
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MSG ID

TekcToBOE npeacTaBneHue

Paspen

YpoBeHb

LLlabnoH coobLieHuns

OnucaHue coobbITUA

10000411

MSG_ID_IKE_RADIUS_IKEC
FG_DATA

IKE

DEBUG

Framed-IP-Address:%{1}s%|,
cisco-av-pair:"dns-
servers=%{10}s%[
%{11}s%]"%]%l, cisco-av-
pair:"default-domain=%{20}s %]
%{21}s%]"%]%I[: (%{3}s)%]

HononHutenbHble aTpubyThl, NPUCNaHHbIE
RADIUS-cepsepomM, hopmupyemblie s
coobLeHuns
MSG_ID_IKE_RADIUS_ACCESS_GRANTED
(He siBNsieTCcsl caMOCTOATENbHbIM
coobLieHnem)

%{1},%{10},%{11},%{20},%{21} -
3HaYeHUs1 COOTBETCTBYIOLLMX aTpubyToB
%{3} - panbHenwmne JENCTBUS NO
NCrnonb3oBaHMio aTpMbyTOB:

sending received attributes to peer as
IKECFG data - 3Ha4eHusa oyayT
nepedaHbl NapTHEPY B kKayecTBe
IKECFG napameTpoB

ignored due to intersection with local
AddressPool - 3HaueHus GyayT
WrHOPMPOBaHbI, TaK KaK MpuUCcnaHHbIN ip-
agpec nonagaert B Nyr, KOTOPbIN
KOHTponupyeT nokaneHbln IKECFG
cepBep

ignored: IKERule has IKECFGPool,
using local IKECFG data instead -
3HayeHust ByayT UTHOPUPOBaHbI, Tak Kak
B cpaboTtaBliem IKE-npasune
3apencTBoBaHa Bblgadya IKECFG
napaMeTpoB 13 fI0KanbLHOro nyna
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
HeycnelwHoe 3aBepLueHune 3anpoca k RADIUS-
cepsepy

%{1} - MpwnunHa oTtkasa:
Access Server timeout - HeT oTknnka oT
%[%{32}s %]RADIUS: %{1} oS Samocbe
MSG ID IKE RADIUS ACC 0701948 7o - 718, Access Server is not authenticated -
10000420 ESS FAILED - IKE DEBUG 'I:)eer: %;{f}s%[:%{g}u%]%[, id: HeycnelHas ayteHTudukaumsa RADIUS-
- 7%{10}s"%] cepBepa (HeBepHoe 3HaveHue secret)
Rejected by Access Server - RADIUS-
cepBep oTkasan B JOCTyne napTHépPY
(HeBepHasi napa user-password)
Request to Access Server failed - npoune
oLIMBKM
MSG_ID_RADIUS LOAD_S . [RADIUS] AAA Settings are not He yaanocb HacTpouTb knneHT RADIUS
00880001 ETTINGS RADIUS Client WARNING properly activated: %{1}s (cTpykTypa LSP AAASEettings).
00880002 | MSG_ID_RADIUS_NO_KEY | RADIUS Client WARNING '[|I§ADIL'J|S] Can't retrieve key He ypanockb 06HapyxuTb Koy B 6a3e AaHHbIX
%{1}s" from DB npoaykra
B 3arpy>xaemon HoBou LSP oTcyTcTBYIOT
IKECFG nynbl, KOTOpble COOTBETCTBYIOT
[IKECFGSRV] There is no pool in COXpaHéHHbIM paHee BblaaHHbIM IKECFG
. . o agpecam.
new configuration for remaining
007F0001 MSG_ID_IKECFGSRV_DUM IKECFG Server WARNING | address %{1}s, peer: IKECFG agpec npogormkaeT yaepXmnsaTbCs,
MY_OBJECT o 0/ .0 0/ 10/ 1 A XOTSl OH HEe COOTBETCTBYET HU OAHOMY U3
%0{8}s%[:%{9u%] %], id: N
"% {10}s"%] nynos B HoBow LSP.
? ° MpumeyaHwue: [JaHHOe COObLLEHNE MOXET He
BbIBOAWTBLCS NPY NTOTMPOBAHMMN Ha BHELUHWIA
syslog cepsep.
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
Pesynbtat LDAP 3anpoca — 00beKThbl He
MSG_ID_LDAP_REQ_NOT_ %[%{32}s %]LDAP request result: | HalnAeHbI
00324001 FOUND LDAP INFO NOT FOUND. Query: "%{1}s". {1} - LDAP 3anpoc (URL)
{32} - ngpeHtudukatop ceccumn IKE obmena
He yaanocb cchopmmupoBaTh KOPPEKTHBIN
LDAP 3anpoc.
{1} - LDAP 3anpoc (URL)
MSG_ID_LDAP_CREATE_R %[%{32}s %]Failed t t 3aeck 1 fianee: AaHHLIN 3anpoc MOXeT
00324101 AR - | LDAP WARNING | /el%e(32}s %[Palled to create | otnuuaTes ot URL,

EQ_FAILED LDAP request. Query: "%{1}s". yKa3aHHOro B COOBLLIEHUN O POPMUPOBaAHUN
LDAP-3anpoca (cnyyanm "CRL by URL"),
ecnu ncxogHbii URL He cogepkan agpeca
LDAP-cepBepa.

{32} - ngpeHtndbmkatop ceccum IKE obmeHa
Owwubka pasdopa coobuweHus ot LDAP
MSG_ID_LDAP_PARSE_FAI %[%{32}s %]Failed to parse cepsepa.
00324102 - = - - LDAP WARNING " "
LED LDAP message. Query: "%{1}s". {1} - LDAP 3anpoc (URL)
{32} - ngeHtndukartop ceccumn IKE obmeHa
0/ [0 ) LDAP 3anpoc 3aBepLLeH no TanmayTy.
MSG_ID_LDAP_REQ_FAILE %[%{32}s %]LDAP request P P o
00324103 D TIMEOUT LDAP WARNING Soancellned by timeout. Query: {1} - LDAP 3anpoc (URL)
- 7o{1}s". {32} - ngpeHtndukatop ceccumn IKE obmena
MSG_ID_LDAP_REQ_FAILE %[%{32}s %]LDAP [ t LDAP capeep ke oteesaar.
_ID_ | | 0[%{32}s % server is no
00324104 | b NOT RESPOND LDAP WARNING | s ponding. Query: "%{1}s". {1} - LDAP sanpoc (URL)
{32} - ngeHtndukartop ceccuun IKE obmeHa

MSG_ID_LDAP_REQ_FAILE %[%{32}s %]LDAP t LDAP 3anpoc oTmeHeH (Hanpiiap npw

_1D_ _ _ 07019258 o reques OCTaHOBKe CepBuca vpnsvc
00324105 | b CANCELED LDAP DEBUG | cancelled. P prsve)
{32} - ngeHtndgpukartop ceccumn IKE obmeHa
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
MSG_ID_LDAP_REQ_FAILE %[%{32}s %]LDAP ti Coepenite LDAP kino sakpuito npi
00324106 | b CONNECTION_cLoseD | -PAP DEBUG | yas closed by LSP unload. Py
{32} - ngeHtndumkatop ceccumn IKE obmena
BHyTpeHHss owmnbka moaynsa LDAP.
003241FF Eﬂsfﬁk?\l—é\?vﬁp—REQ—FA'LE LDAP DEBUG | %[%{32}s %]LDAP internal error. | > " Y
— {32} - ngeHtndumkatop ceccumn IKE obmena
%(%{32)s %]LDAP ) " PesynbTtat LDAP 3anpoca - HangeHo {2}
00325001 'g"ssg—' D_LDAP_REQ_SUCC | | hpp INFO %{2}u object(s) found. Query:
"%{1}s". {1} - LDAP 3anpoc (URL)
{32} - ngeHtudukatop ceccumn IKE obmeHa
Cdopmupoan LDAP 3anpoc {1}
roe {1} — 3anpoc B 0g4HOM 13 cneayoLmnx
BMOOB:
"CRL by DN: <Printable_ DN>" — 3anpoc
MSG_ID_LDAP_REQ_STAR %[%{32}s %]LDAP request: CRL npoussoautcs no DN.
00327001 | ¢ LDAP DEBUG "3/<,{:{}s".} ’ "Certificate by DN: <Printable_DN>" —
3anpoc cepTudmkaTa NpomM3BoanTCA B BUAE
DN.
"CRL by URL: <url>" — 3anpoc CRL no URL
(6epetcs n3 CDP).
{32} - ngeHtudumkatop ceccumn IKE obmena
MSG ID LDAP REQ IGNO %[%{32}s %]LDAP request LDAP sanpoc "{1}" npourHopupoBsaH: He 3aaaH
00327002 | pEp~ — —ES LDAP DEBUG ignored: there is no LDAP server | LDAP cepsep
available. {32} - npeHTudpukatop ceccun IKE obmeHa
MSG_ID_CSCONF_CONV_E Cisco-like LSP koHBepTOp 3aBepLuun paboTty ¢
00723001 ND FAIL - —~ | console & ERR LSP converter finished with errors oLMBKaMn
- converter
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MSG ID | TekctoBoe npeacTaBneHue Paspen YpoBeHb LLiabnoH coobLeHuns OnucaHune cobbITUA
MSG_ID_CSCONF_PARSE_ | Cisco-like Certificate for CA "%{1}s", parse
00723003 = - - — | console & ERR ’ Owwubka pasdbopa ceptudmkarta gnst CA {1}
CERT error
converter
00723004 MSG_ID_CSCONF_NOCA_ S(i)iz(?)-llciakz ERR Wrong certificate type for CA HeepHbii TUN ceptudpmkata ana CA {1}
CERT "%{1}s", must be CA certificate P P A
converter
Cisco-like CA certificate "%{1}s" already CA cepTudpmkar {1} y>xe npucytcTeyeT B
00723005 I)\(AISS(.?—I D_CSCONF_CERT_E console & ERR exists in the trustpoint "%{2}s". trustpoint {2}. lo6aeneHne cepTndukaTa
converter Certificate addition ignored. NPOUrHOPUPOBAHO
MSG ID CSCONF POOL | Cisco-like Current pool entry has Tekywnii nyn agpecoB UMeIOT nepecedeHus ¢
00723006 Sarr - — | console & ERR intersection with others, no entry | gpyrumu nynamu. 3anuce He Byget
NTERSECT .
converter will be added nobaeneHa.
SG_ID_CSCONF_NON_c | Cisco-like Could | H
00723007 MSG_ID_| B B console & ERR ou not save previous user- € yAanock COXpaHMUTL NPeAblAYLLYio
SCONS_SAVE_FAIL converter defined LSP in file "%{1}s" nonb3oBaTtenbckyto LSP B cann "{1}"
MSG_ID_CSCONF_CMD_R Cisco-like Command "%{1}s" removed from | KomaHga "{1}" aBTOmMaTn4yecku yganeHa vn3
00724001 e - - console & WARNING , . .
EMOVED_AUTO configuration automatically KOHdMrypaumm.
converter
Mpwn cTapTe cs_console n3 koHdurypawumm
Cisco-like . o « | aBTOMaTmnyeckn 6bin yoaneH ceptudumkar,
00724002 MSG_ID_CSCONF_REMOV console & WARNING Remov_njg CA Trustpoint "%{1}s", OTCYTCTBYOLLMIA B 6a3e NoKasrbHbIX HACTPOEK.
E_CERT no certificate found 9 .
converter O6pasoBancs nyctou trustpoint,
KOTOpPbIN Takke Bbln aBTOMaTUYECKM yaaneH.
Cisco-like Mpu cTtapTe cs_console 13 koHGUrypawmm
H "o, n
00724003 MSG_ID_CSCONF_REMOV console & WARNING Remoymg KEY "%{1}s", no key aBToMaTunyecku 6bin yganeH )
E_KEY converter found in agent preshared key, otcyTcTBytowmii B 6ase
rnokanbHbIX HACTPOEK.
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MSG ID TekcToBOE NpeacTaBreHue Paszgen YpoBeHb LLlabnoH coobuweHus OnucaHue cobbiTUs
Mpu cTapTe cs_console o6HapyxeHbl
Cisco-like User(s) %{1)s were automatically | oL i o2 Lo oTopuix o kadeoTae
00724004 MSG_ID_CSCONF_USER A console & WARNING added to configuration. Zero shell BbICTaBJ'Ie,Ha cs_console
UTOMATICALLY_REUSED privilege level was assigned to — '
converter them [aHHble nonb3oBaTeNn aBTOMaTUYECKN
' nobaeneHbl B KOHUIypaUmio C HyNeBbIM
YPOBHEM NPUBUNETNN.
Cisco-like Cisco-like console started by user
00725001 | MSG_ID_CSCONS_START console & NOTICE "%{1}s" y cs_console 3anyuweHa none3osartenem "{1}".
converter 0
Cisco-like Cisco-like console exited (user
00725002 | MSG_ID_CSCONS_EXIT console & NOTICE "o " Monb3oBatenb "{1}" Bbiwen U3 cs_console.
%o{1}s")
converter
YcnewHo co3aaH nonb3oBaTerb
onepaumoHHom cuctembl "{1}".
Cisco-like MoxeT BblgaBaTbCs Kak Npu py4HOM BBOAE
00725003 MSAGfé%—CSCONF—USER—C console & NOTICE User "%{1}s" created KOMaHbl, Tak 1 Npu ctapTe cs_console
converter (B cnyyae, ecnn B KoHdUrypaumm
NPUCYTCTBYET NONb30BaTENb,
OTCYTCTBYIOLLMIA B CUCTEME).
Cisco-like Monb3oBaTenb onepaunoHHon cuctemsl "{1}"
00725004 | MSG_ID_CSCONF_USER R | (1o ole & NOTICE | User "%{1}s" removed YCTIELUHO yAaneH.
EMOVED converter MoxeT BblAaBaTbCs Npu py4YHOM BBOAE
KOMaHApbl no username ...
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
Maponb nonb3oBaTensa onepaunoHHON
cuctembl {1} ycnewHo CMeHeH.
MoxxeT BblAaBaTbCs Kak Mpu py4YHOM BBOAE
Cisco-like KOMaHbl (TONbKO ANs YXKe CyLeCcTBYHLLEero
00725005 MSG_ID_CSCONF_USER_P console & NOTICE User "%{1}s" password changed nonb3oBartens),
WD_CHANGED
- converter Tak 1 npwu ctapTe cs_console (B crnyyae, ecnu
naponb nonb3oBaTens B KOHUrypauum He
coBnagaeT C naponem nonb3oBaTens B
cucteme).
MpuBMnerna nonb3oBaTens onepawlMoHHOM
cuctembl {1} nIsMeHeHa Ha HOBOE 3HaYeHne
{2}.
Cisco-like MoxxeT BblAaBaTbCs NPy py4HOM BBOAE
no (1] .
00725006 MSG_ID_CSCONF_USER_P console & NOTICE tlser %{1}s" privilege changed to | komaHgbl username ...
RIVL_CHANGED %{2}d (TonbKO ANA yXXe CyLLeCTBYOLLEro
converter
nonb3oBaTtens).
OpHa koMaHga username... MOXeT nopoXxaaTtb
cpasy aBa coobLieHus:
O CMEeHe Nnaporisi U1 0 CMEHe NPUBUNENNN.
Cisco-like Monb3oBaTenb BoLlEeN B NPUBUENMPOBaHHbIN
00725007 MSG_ID_CSCONF_USER _E console & NOTICE User "%{1}s" has entered into the | pexxum (no komaHae enable).
XEC_ENTERED converter privileged EXEC mode BblgaeTca TonbKo Npy py4YHOM BBOAE KOMaHAbI
enable.
MSG ID CSCONF _NON C Cisco-like Previous user-defined LSP saved | lNpeabigywias nonb3oBaTenbckasi LSP
00725008 S - - console & NOTICE R, " L
SCONS_LSP in file "%{1}s coxpaHeHa B davine "{1}
converter
O6HapyXeHa HECUHXPOHM3MPOBaHHas
Cisco-like nonuTtuka. Tvn NonUTUKK: <type>
MSG_ID_CSCONF_POLICY Non-synchronized policy roe <type> oavH u13:
00725009 | “NoN SYNC gggjg'rfef‘ INFO detected. Policy type: %{1}s DDP
DHCP Only
User-defined (Source: Command-line utility)
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MSG ID | TekctoBoe npeacTaBneHue Paspen YpoBeHb LLiabnoH coobLeHuns OnucaHune cobbITUA
MSG_ID_CSCONF_PRESHA | Cisco-like Certificates or preshared keys CepTudmkaTsl unm preshared keys
0072500A | RED_KEYS OR CERTS C console & INFO were changed. Conversion P P y
. n3meHunuce. TpebyeTcs KOHBEPTUPOBaHME
HANGED converter required
Cisco-like
0072500B | MSG_ID_CSCONF_START console & NOTICE Command interpreter started CTtapT uHTepnpeTaTopa KoMaHA
converter
Shell nons3oBaTens onepaunoHHOW CUCTEMBbI
{1} ycnewwHo cmeHeH.
Cisco-like " " MoxeT BblAaBaTbCs Npu cTapTe ¢s_console (B
MSG_ID_CSCONF_USER_S User "%{1}s" shell changed to -
0072500C HELL_CHANGED console & NOTICE Jopt/VPNagent/bin/cs_console cny4yae, ecnu Nonb3oBaTtenb NPUCYTCTBYET B
converter KOHMrypauum n B cUCTEME, HO B CUCTEME B
kadecTBe shell nponucaHo gpyroe
npunoxeHue).
MSG_ID_CSCONF_CONv_B | Ciscorlike
00726001 EGIN - — | console & INFO Starting LSP converter 3anyck LSP koHBepTopa
converter
MSG_ID_CSCONF_CONV_E | Ciscorlike LSP converter finished
00726002 ~ih - —— | console & INFO LSP koHBepTOp oTpaboTan 6e3 owmnbdok
ND_OK successfully
converter
MSG_ID_CSCONF_CMD_ST Cisco-like Start interpreting command: Hayvano obpaboTku komaHabl {1}
00727001 - = - - console & DEBUG wo " '
ART %{1}s MHTEpNpeTaTopom
converter
MSG_ID_CSCONF_CMD_E Cisco-like Command "%{1}s" processed O6paboTka komaHabl "{1}" 3aBepLueHa
00727002 = - - console & DEBUG :
ND_OK with status OK ycrnewHo
converter
00727003 | MSG_ID_CSCONF_CMD_E féii%f!fi DEBUG | Command "%{1}s" processed Komaraa "{1}" 06paGoTaHa ¢ owwmeKoil
ND_FAIL convorter with status FAIL A P
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
Cisco-like "o " Cwpam _
00733001 MSG_ID_CSCONV_INTERF console & ERR Interface "%{1}s rgferences to NuTepdenic "{1}" cceinaetca Ha nycton ACL
ACE_EMPTY_ACL the empty access list "%{2}s". "{2}"
converter
MSG_ID_CSCONV_NO_ACT | Cisco-like
00733002 I\VE POOL - = console & ERR Address pool "%{1}s" not found. He HavigeH nyn agpecos "{1}".
- converter
T Class map "%{1}s" (from policy npqqm ; wpom
MSG_ID_CSCONV_CLASs_ | Cisco-like map "%{2}s") references to the | ©\2S map "{1}" (3 policy map "{2}")
00733003 console & ERR , CCblfaeTcs Ha MyCTOM NN OTCYTCTBYHOLLMM
MAP_EMPTY_ACL empty or absent access list wran
converter "o " ACL "{3}
%o{3}s".
MSG_ID_CSCONV_NO _ISA Cisco-like Could not convert crypto map HeBo3MOXHO cKOHBEPTUPOBAaTL crypto map
00733101 KMP POLICY - = console & ERR "%{1}s". Reason: There is no "(1}". Mpuamra: OTcyTCTBYET Isakmp polic
- converter isakmp policy. 1P ’ y y P policy.
Could not convert crypto map "I-;;a;loamomHo CKOHBepTMpoBaTb crypto map
Cisco-like "%{1}s". Reason: There is no CA ’ . .
00733102 MSG_ID_CSCONV_WRONG console & ERR or appropriate preshared key. MpuunHa: OtcyTtcTByeT CA mnu noaxogsaiumm
_AUTH ; . Preshared Key,
converter Also isakmp policy can have . .
’ nnbo isakmp policy HenpaBuneHoro Tuna (rsa-
wrong type (rsa-sig or pre-share). .
sig unu pre-share).
MSG_ID_CSCONV_NO_PEE Cisco-like Could not convert crypto map HeBo3MOXHO cKOHBEpPTUPOBAaThL crypto map
00733103 - = - = console & ERR "%{1}s". Reason: There is no wpan i
R {1}". MpnunHa: OTCcyTCTBYET pEer.
converter peer.
MSG_ID_CSCONV_NO_TRA Cisco-like Could not convert crypto map HeBo3MOXHO cKOHBEpPTUpPOBAaThL crypto map
00733104 o7 - = console & ERR "%{1}s". Reason: There are no wpan i
NSFORM_SET {1}". NpununHa: OTcyTcTByIOT transform sets.
converter transform sets.
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
HeBO3MOXHO CKOHBEPTUPOBATL Crypto map
unu dynamic crypto map template:
Mpuumna: Crypto map HenonHas (B crny4ae
crypto map: He xBataeT crypto ACL nnu peer;

Cisco-like B cny4ae crypto map unu dynamic crypto map
MSG_ID_CSCONV_INCOMP Could not convert %{1}s. Reason: . Yy
00733105 LETE_ CRYPTO.MAP console & ERR itis incomplete. template: ccbinka Ha nycrtoi crypto ACL).
converter %{1}s - oQnH 13 ABYX BapUaHTOB:
crypto map "<name> <seq-num>"
unm
dynamic crypto map template "<name>
<seqg-num>"
Ciscodie "C()ould TOt convert crypto map "|'{|$$|(.)3MO)KHO CKOHBepTMpoBaThk crypto map
00733106 “O”fﬁ;'FE)_—EChfF?%'\iXE?_RYPT console & ERR th/;{lﬁﬁt)?giiggs ﬁ?f?&f?z‘ii--t?or MpmanHa: Cebinka Ha nycToi ACL "2} ans
converter . : Clear-Text dunbTpaymm
a clear-text packets filtration.
(BHYTPM 3aLLMLLEHHOrO TYHHENS).
HeBO3MOXHO CKOHBEPTMpPOBATL crypto map
Could not convert %{1}s. Reason: | "{1}".
MSG_ID_CSCONV_CRYPT | Cisco-like %{2}s references to the same MpuunHa: crypto map (unn dynamic crypto
00733107 | O_MAP_IKECFG_MISMATC | console & ERR pool ("%{3}s") but the additional map template) "{2}" ccbinaeTcsa Ha TOT xe
H converter parameters to send to client are cambin nyn ("{3}"), HO QoNONHUTENbHbIE
different. napamMeTpbl, OTCbINaeMble KINEHTY,
pasnuyaroTcs.
Could not convert crypto map HeBO3MOXHO CKOHBEpPTMpPOBaThL crypto map
"o, n . st " "
MSG_ID_CSCONV_CRYPT | Cisco-like Pﬁ’{1}s1' ReadSO”' Cof‘f"c“gg r{|1} - )
00733108 | O_MAP PH1_MODE_MISM | console & ERR ase 1 modes (_mam an pyYunHa: .KOH(*)J'IVIKTyIOIJJ.VIe PEXMMbI NepBoil
ATCH converter aggresswe2 for dlff_erent peers." gasbl (main mode n aggressive mode) aons
Check the "crypto isakmp peer pasHbIX peer-oB.
commands. MpoBepbTe KOMaHAb! "crypto isakmp peer".
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
MSG_ID_CSCONV_CRYPT | Cisco-like Could not convert %{1}s. Reason: | HeBo3MOXxHO CkOHBEPTMpPOBATL Crypto map
00733109 | O_MAP_ACL_WITH_TIME_ | console & ERR access list "%{2}s" references "1y
RANGE converter time range. Mpuumna: ACL "{2}" ccbinaetcs Ha time range.
Could not convert %{1}s. Reason: “|'{|$;?:|03MO>KHO CKOHBepTMpOBaTh crypto map
MSG_ID_CSCONV_CRYPT Cisco-like AAA client authentication list has n I/IL.II/IHa' MOUCYTCTBYIOT CObLTKA HA CIICOK
0073310A | O_MAP_NO_CLIENT_USER | console & ERR been referenced without P - 1pucy y
" . AAA ayTeHTudVMKaLnUW, HO OTCYTCTBYET
NAME converter username source ("set client 8 .
" WCTOYHMK UMeHU nonb3oBaTtens ("set client
username..."). "
username...").
Could not convert %{1}s. Reason: | HeBo3MOXHO CkOHBepTUpOBaTb Crypto map
MSG_ID_CSCONV_CRYPT | Cisco-like ﬁ:ﬁr\n{:lrigt:c:ﬁ?f; E‘;astlggen set |_{|1E/Il.-IVIHa' 3aJaH NUCTOYHMK NMEHM
0073310B | O_MAP_NO_AUTH_LIST_R | console & ERR : ce nas b P - 384
= - = - - without authentication list nosib3oBaTtesisi, Ho OTCYTCTBYET cnucok AAA
EF converter N ) " ; o
reference ("set client ayteHTudmkaumm ("set client authentication
authentication list..."). list...")
MSG_ID_CSCONV_CRYPT | Cisco-like Could not convert %{1}s. Reason: ..'??f..o 3MOXHO CKOHBEPTUPOBATS Crypto map
0073310C | O_MAP_UNKNOWN_AUTH_ | console & ERR Reference to unknown AAA client n ' . .
o puumHa: Ccbinka Ha HEeU3BECTHbIN CNINCOK
LIST converter authentication list.
AAA ayTeHTUdMKaLUN.
Cisco-like
007331FF MSG_ID_CSCONV_CRYPT console & ERR Could not convert crypto map HeBo3moXxHO CKOHBEPTWPOBAaTL crypto map
O_MAP_NOT_CONVERTED converter "%{1}s". Reason: Unknown "{1}" no Hem3BeCTHOW NpUYnHe.
Cisco-like LSP load failed%[: %{1}s%].%[ | S YAanoCk Mporpy3uth CHOPMUPOBAHHYIO
MSG_ID_CSCONV_LSP_LO R LSP.
00733A01 console & ERR Erroneous LSP saved in file .
AD_FAILED converter "%{2}s" %] Pacwwndposka owmnbku: {1}
° -7 OwnboyHasa LSP coxpaHeHa B cainne "{2}".
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
MSG_ID_CSCONV_LSP_LO | Cisco-like LSP load failed: vpnsvc daemon EgPynanOCb TPOPYSATE CHOPHIPOBAHHYIO
00733A02 | AD_FAILED _VPNSVC_NOT | console & ERR . ) -VP )
is not running. HeBO3MOXHO yCTaHOBUTb CBSA3b C CEPBUCOM
RUNNING converter
_ vpnsvc.
MSG_ID_CSCONV_NO_TIM Cisco-like Access list "%{1}s" references ACL "{1}" ccbinaeTcsa Ha oTCyTCTBYIOLWMIA time
00733A03 = - = console & ERR . "o " Wi
E_RANGE absent time range "%{2}s". range "{2}
converter
MSG_ID_CSCONV_AUTH_L | Cisco-like o
00733A04 | IST RADIUS WITHOUT SE | console & ERR AAA guthent|cat|on list has been B3apaH cnncok AAA ayTeHTudmMKaLum, HO He
— - - set without RADIUS server. 3agaH agpec RADIUS cepeepa
RVER converter
Cisco-like
00733A05 MSG_ID_CSCONV_RADIUS console & ERR RADIUS server has been set 3apaH RADIUS cepsep, HO He 3agaH naporb
_SERVER_WITHOUT_KEY without shared secret. JocTtyna K Hemy
converter
Cisco-like
00733FFF | MSG_ID_CSCONV_FAILED | console & ERR LSP conversion failed HeunsBecTHas owmnbka koHBepTMpoBaHust LSP.
converter
Cisco-like " we BeegeHHbin LDAP url {1} npourHopupoBaH,
MSG_ID_CSCONV_LDAP_I LDAP url "%{1}s" ignored. IP _
00734001 GNORED console & WARNING address and port allowed only. MOCKOJbKY AOMNyCKakTcs Tonbko IP-agpec un
converter nopr.
Ciscodie Crypto map "%{1}s" contains Se%rzgf map-e {1} nponncaHbl HECKOITbKO
MSG_ID_CSCONV_SOME _ several peers. Peer(s) "%{2}s" ' )
00734002 PEERS_IGNORED console & WARNING ignored due to authentication Peer(s) {2} npourHopmnpoBaHbI n3-3a TOro, 4To
converter . . X ONs HUX He coBnagaeT
information mismatch.
ayTeHTudMKaLnoHHast MHpopmauus.
T Crypto map "%{1}s" contains g
00734003 | MSG_ID_CSCONV_SEVERA | RO KC WARNING | Several peers with different ngt?mruappregu}ar(;%nf:;gm reseneio peErs @
L _IPSEC_ACTIONS preshared keys. This is not )
converter recommended OTO HepekoMeHayeMasi cuTyauusl.
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MSG ID | TekcToBOe npeacTaBneHue Paspen YpoBeHb La6noH coobweHus OnucaHue cobbiTus
Cisco-like Crypto map(s) "%{1}s" contain Crypto map(-b1) {1} cogepxart transform set-bl,
MSG_ID_CSCONV_MIXED_ transform sets with different B KOTOPbIX 3aaHbl pa3Hble encapsulation
00734004 console & WARNING .
MODE_TUNNEL encapsulation modes. Tunnel pexXuMbl.
converter . o
mode is used. Ncnonb3ayeTcs TYHHENbHbIA PeXUM.
Cisco-like Crypto map(s) "%{1}s" contain Crypto map(-b1) {1} copepxar transform set-bl,
00734005 MSG_ID_CSCONV_MIXED_ console & WARNING transform sets with different B KOTOpbIX 3afaHbl pa3Hble encapsulation
MODE_TRANSPORT encapsulation modes. Transport pexXuMbl.
converter . o
mode is used. Ncnonb3ayeTcs TpaHCMOPTHBLINA PEXUM.
Cisco-like Crypto map set(s) "%{1}s" contain | Crypto map set(s) "{1}" coaepxar cratuyeckne
00734006 MSG_ID_CSCONV_STATIC console & WARNING | static crypto map(s) with priorities | crypto map(s)
_AFTER_DYNAMIC )
converter lower than dynamic. C NPUOPUTETOM HWXE, YEM Y AUHAMMUYECKMX.
Cisco-like . CdopmuposaHHas LSP 3arpyxeHa ¢ ogHUM
MSG_ID_CSCONV_LSP_LO LSP successfully loaded with npeaynpexaeHneM.
00734101 | Ab WITH_ONE_WARNING | console & WARNING |\ aming: %{1)s. PemvIp
converter {1} - TekcT NpeaynpexneHus
CdopmumpoBaHHasi LSP 3arpyxeHa ¢ AByMS U
isco-li bornee npeaynpexaeHNsIMU.
4105 | MSG_ID_CSCONV_LSP_LO Cisco-like LSP successfully loaded, %{1}u peaynpexn
0073410 AD WITH WARNINGS console & WARNING | potential problems were reported {1} - KOMMYECTBO BbIAAHHBIX
- - converter to syslog. npeaynpexaeHnin (ecnm 6bIno BbiAaHo asa
n 6onbLue)
Cisco-like
00735001 | MSG_ID_CSCONV_START console & NOTICE LSP conversion started Hauat npouecc KOHBEPTUPOBaHUS
converter
Cisco-like . o MpoLecc KoHBEPTUPOBaHNA 3aBEpPLLEH
00735002 | MSG_ID_CSCONV_STOP | console & NOTICE | LSP conversion completefe]. ycnewHo.
Warnings: %{1}u%] . o
converter OnuuoHansHo: BbligaHo {1} npeaynpexaeHun.
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
. . HeB0O3MOXHO nony4aTb nHopmawmio o
MSG_ID_INCORRECT CPU | Statistics & SNMP polling of CPU usage is | -0 20 cPU ans SNMP.
00793001 WARNING | unavailable. SNMP variables *
USAGE SNMP .o . ; MNMepemeHHble SNMP cpmCPUTotal* 6yayT
cpmCPUTotal* will be invalid.
UMETb HEBEPHOE 3HAYEHUE.
MSG_ID_USE_INTERCALA Statistics & The system clock changed. Bpems Ha yacax OS nameHeHo.
00793002 | RY_INSTANEOUS_ CPUUSA SNMP INFO SNMP cpmCPUTotal* statistics Cratuctuka o 3arpyske CPU ana SNMP moxeTt
GE may be incorrect for a while. ObITb HEKOPPEKTHA Kakoe-TO BpeMS.
New local certificate added%|
MSG_ID_LOCAL_CERTIFIC e Subject="%{1}s"%]%| [obaBneHne nokanbHOro ceptudukata B 6asy
00200001 ATE_ADDED Certificates NOTICE Issuer="%{2}s"%]%] NaHHbIX
SN="%{3}s"%]
New certificate authority added%][
MSG_ID_CA _CERTIFICATE e Subject="%{1}s"%] %] Hob6aenexne CepTtudmumpyrowero LieHtpa B
00200002 _ADDED Certificates NOTICE Issuer="%{2}s"%]%] 623y [AHHbIX
SN="%{3}s"%]
Certificate disabled %]
MSG_ID_CERTIFICATE_DIS e Subject="%{1}s"%] %] YpaneHuve nokanbHoro ceptudukata, nmbo
00200003 ABLED Certificates WARNING Issuer="%{2}s"%]%l[ CepTtudmuupytowero LieHTpa n3 6a3sbl AaHHbIX
SN="%{3}s"%]
MpmBaTHbIN KOY OKanNbHOro ceptugukaTa
HeJoCTyneH
Local certificate '%{1}s' is invalid e
ocal certificate '%{1}s' is invalid: 0 i
MSG_ID_LOG_PRIV_KEY_| - . : 7o{1}s — 3Ha4eHue nons Subject
00200004 NACCESSIBLE — ~ — | Certificates CRIT oprn'/oate k?y %][at container?{3}s rloKanbHOro cepTudukara
/0] %{4}s' is inaccessible «at container» — ecnn koY He 6bin 3apaH
SIBHO
%{4}s — NyTb K KoYy, ecnu oH ObIn 3agaH
SIBHO, MHA4Y€e UMS KOHTENHepa
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MSG ID | TekcToBOe npeacTaBneHue Paspen YpoBeHb La6noH coobweHus Onucanue cobbITus
KoHTelnHep Krntoya nokansHoro ceptudmnkarta
HegoCTyneH
MSG_ID_LOG_PRIV_CONT e Local certificate '%{1}s' is invalid: Mpe:
00200005 _INACCESSIBLE Certificates CRIT container '%{4}s' is inaccessible %{1}s — 3HaueHue nonsi Subject
nokaneHoro cepTndukaTa
%{4}s — nms KoHTenHepa
Local certificate '%{1}s' is invalid: J:'g’;afg:;';y"g;i:;ES:TT;G;SBBV:JMOMHO
MSG_ID_LOG_PRIV_KEY_| e private key %[at container%{3}s y
00200006 NCONSISTENCY Certificates CRIT %]'%{4}s’ is inconsistent with the IT_orn:Ko nocrie yctaHoBku OCI
certificate e napameTphbl - CM.OM1caHue
MSG_ID_LOG_PRIV_KEY_INACCESSIBLE
MSG_ID_LOG_X509 CONV e Unsupported "%{1}s" iconv B draine x509conv.ini ykazaHa
006F0001 _UNSUP_ENCODING Certificates CRIT encoding HenoaaepXuBaemMasi KogupoBka
MSG_ID_LOG_X509_CONV Unsupported encoding "%{1}s" Eefj””: ’:ff::g;;;”;oy"j‘*ﬁ:ia (1}, 6yaeT
006F0002 | UNSUP_ENCODING USE_ | Certificates WARNING | has been specified in mcnoﬂﬂsgsamcq 42} ”CT‘;HOBHJHHa'ﬂ ;’g
DEFAULT x509conv.ini, "%{2}s" will be used oweny
yMOn4aHuo
Unexpected parameter "%{1}s" - . N
006F0003 MSG_ID_LOG_X509 CONV Certificates WARNING | has been specified in B dhanine x509conv.ini ykazaH HEM3BECTHLIN
_UNEXP_INI_FIELD A napameTp
x509conv.ini, ignored
Certificate with subject "%{1}s"
has incompatible attribute value
MSG_ID_LOG_X509_CONV encoding. Probably, the OWMGKa MOV NEDEKOANDOBKE HONei ISsuer unu
006F0004 | _INCOMP_ENCODING_ATT | Certificates WARNING | connection won't be established. 1OKa NP NSPEKOANP
' o Subject ceptudmnkata B UTF-8
R Please, configure x509conv.ini
according to actual attribute
encoding.
00650001 | MSG_ID_USER_LOGIN ;:V'O/?\}';'—APPL'CA NOTICE | User logged in [ocTyn Monb3oatensi k AreHTy
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
00650002 | MSG_ID_USER_LOGOUT ;:V'O/?\}';'—APPL'CA NOTICE | User logged out OTKnkoueHNe 10CTyna MonbaosaTens k AreHTy
CoobueHre nHnuunpyeTcs, Kkoraa
3akpbiBaeTcHa coeauHeHne. CoobLiaer,
CKOIbKO 6aiT BbINIO NOCNAaHO Y NPUHATO.
Session closed: initiator r
%{8}s%[:%{9}u%] sent %{3}U Ae
00290001 | MSCID-ON POV LOCMI | Firewal INFO bytes - %{8} ~ Ip azipec vcTouHMKa
_FVW_ — — responder(%{18}s%[:%{19}u%)]) %0{3} — KOM-Bo 6anT NocnaHHbIX
sent -> %{13}U bytes MHALMATOPOM
%{18} — ip agpec NpMHMUMaroLen CTOPOHBI
%{13} — kon-Bo 6anT NOCNaHHbIX
NPUHUMAaLOLLIEN CTOPOHOM
MosiBneHne Takoro coodLeHns B lore MoxeT
cBuaeTenbcTBoBaTh 0 Hayane DOS artaku.
MSG_ID_ON_IPSM_LOG_MIi getting aggresive, roe,
T minute rate: %{3}u %{2} — KON-BO HOBbLIX COEAVNHEHUI
%{3} — KoN-BO HOBbIX COEAUHEHUI 3a
MUHYTY
[MosiBneHmne Takoro coobLleHnss MOXeT
MSG_ID_ON_IPSM_LOG_MIi calming down, count cBuaeTenbcTBoBaTb 06 okoH4aHum DOS aTaku
00290003 | D_FW_TCP_HCONN_ALER | Firewall WARNING | (%{1}u/%{2}u), 1-minute rate roe napameTpsbl - CM.oN1caHue
T_OFF %{3}u MSG_ID_ON_IPSM_LOG_MID_FW_TCP_HC
ONN_ALERT
FTP knueHT nblTaeTca BbINOMHUTL KOMaHAy
o ) PORT Ha npuBunermpoBaHHoM nopTy (<1024)
MSG_ID_ON_IPSM_LOG_MIi Privileged port %{9}u, used in
00290004 | D_FW_FTP_PORT_PRIV_P | Firewall WARNING | PORT command -- FTP client roe,

ORT

%{8}s FTP server %{18}s

%{9} — Homep nopTa
%{8} — ip FTP knueHTa
%{18} — ip FTP cepBepa
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MSG ID | TekcToBOe npeacTaBneHue Paspen YpoBeHb La6noH coobweHus Onucanue cobbITus
FTP cepBep nbiTaeTcs BbIMNOAHUTL OTBET Ha
MSG_ID_ON_IPSM_LOG_MIi Privileged port %{9}u, used in PASV komaHAy Ha NnpuBMRIEernpoBaHHOM MopTy.
00290005 | D_FW_FTP_PASV_PRIV_P | Firewall WARNING | PASV response command -- FTP | roe napameTpsl - cM.on1caHue
ORT client %{8}s FTP server %{18}s MSG_ID_ON_IPSM_LOG_MID_FW_FTP_PO
RT_PRIV_PORT
MSG_ID_ON_IPSM_LOG_MI Command issued before the QSO”H"‘:;:‘E‘M2";”‘;‘;:?;305:: A
00290006 | D_FW_FTP_PORT_NOTAUT | Firewall WARNING | session is authenticated -- FTP y H P
H client %{8}s (client side) Knnewta
roe %{8} — ip FTP knueHTa
MSG_ID_ON_IPSM_LOG_MI Command issued before the QSO”H"L:;'LG‘Mzb;”ﬁg:f;‘gpizap ovany o
00290007 | D_FW_FTP_PASV_NOTAUT | Firewall WARNING | session is authenticated -- FTP y H P
H client %{8}s (server side) cepsepa
raoe %{8} — ip FTP knveHTa
00290008 MSG_ID_ON_IPSM_LOG_O Firewall DEBUG ?0 format string: message id HeT dhopmaTa cTpoku: coobLieHne Homep...
THERS %o{1}u
00290009 MSG_ID_KLOGLIB_INIT_NO Firewall DEBUG Can't create statistic states(no HepocTtaTtouyHo namsiTv gnsi co3gaHus
_MEMORY memory) 006BHEKTOB CTAaTUCTUKM
0029000A | MSC_ID_KLOGLIB_INIT_CA | 0y DEBUG | unable to attach as listener Hlesoamosko npucoeauHuTes k Apareepy
NT_ATTACH klogview” B pexume cnywiaTtens
MSG_ID_KLOGLIB_INIT_CA . ' HeBO3MOXHO yCTaHOBUTL UNBTP COOOLLEHNI
0029000B NT_SET_FILTER Firewall DEBUG unable to set event filter 13 sipa
. : . OnoBeLlleHne 0 KoNMYecTBe NPONyLLEHHbIX
MSG_ID_KLOGLIB_INIT_MI . access-list logging missed %{1}u _
0029000C SSED_ALERT_PACKETS Firewall WARNING alert packets TPEBOXHbLIX COOBLLIEHNIA, NPEBLICUBLLNX
OOMyCTMMYIO YacTOTy MX OBHOBIEHNS
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MSG ID | TekctoBoe npeacTaBneHue Paspen YpoBeHb LLiabnoH coobLeHuns OnucaHune cobbITUA
OnoBeLlleHne 0 KONMYecTBe NPONYLLEHHbIX
MSG_ID_KLOGLIB_INIT_MI . access-list logging rate-limited or | coobweHui 3 IPSEC gpansepa,
0029000D SSED_PACKETS Firewall WARNING missed %{1}u packets NpeBbICUBLUNX OOMYCTUMYIO YacTOTY UX
OBHOBIEHNS.
CratucTuka no coeguHEeHWIo 3a UHTepBan
BPEMEHMU
roe:
st %{1}s {2} %[%{3) %{1} — Ha3BaHue access list, ecnu 3agaHo B
IST 7/0q1S /014;S /0| 70194S LSP
0029000 | MSG_ID_KLOGLIB_INIT_PR | 1, o INFO %]%[%{13}u %]%{8}s(%{A}u) -> %(2} - cratyc
INT_SUMMARY o o o o yc,
70{18}s(%{14}u), %{5}U packet(s) %{3}/%(13} - BblOAETCA UN UMA NPOTOKONa
Unn ero Homep
%{8} - ip agpec NCTOYHUMKa,
%{18} — ip agpec npMemHuKa,
%{5} - KONM4YeCcTBO NaKeToB
MSG_ID_WATCHDOG_VPN IPsec daemon (vpnsvc) crashed OnoseLeHune watchdog: IPsec gemoH (vpnsvc)
08530001 gy - Installer for Unix | WARNING | (see /tmp/vpnsvc/error.log for o '
SVC_CRASHED details) aBapunHO 3aBepLUnIicA
MSG_ID_WATCHDOG_VPN . . . OnoseLeHne watchdog: IPsec gemoH (vpnsvc)
08530002 SVC_RUNNING_AGAIN Installer for Unix | NOTICE IPsec daemon (vpnsvc) is running aanyLLeH
MSG_ID_WATCHDOG_VPN . Error restarting IPsec daemon Onos.eLueHne watchdog: nepesanyck IPsec
08530003 SVC_RUN_ERROR Installer for Unix | ERR (vpnsvc) AeMoHa (vpnsvc) He yaancs
VPN log daemon (vpnlogsvc)
MSG_ID_WATCHDOG_VPN . crashed (see OnoseLueHne watchdog: AemMoH normpoBaHus
08530004 SVCLOG_CRASHED Installer for Unix WARNING /tmp/vpnlogsvc/error.log for (vpnlogsvc) aBapuinHo 3aBepLUMIICS
details)
MSG_ID_WATCHDOG_VPN . VPN log daemon (vpnlogsvc) is OnoselueHune watchdog: aemoH normposaHus
08530005 | 5yc0G_ RUNNING AGAIN | InstallerforUnix— | NOTICE g (vpnlogsvc) 3anyueH
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA
MSG_ID_WATCHDOG_VPN . Error restarting VPN log daemon | OnoBeleHne watchdog: nepesanyck gemoHa
08530006 SVCLOG_RUN_ERROR Installer for Unix ERR (vpnlogsvc) nornpoBaHus (vpnlogsvc) He ygancsi
Starting IPsec daemon failed. .

08530007 MSG_ID_VPNSVC_RUN_ER Installer for Unix ERR See /tmp/vpnsvc/error.log for OnoBeluerve ckpunta sanycka: samyck IPsec

ROR details JeMoHa (vpnsvc) He ygancs
Starting VPN log daemon failed. )

08530008 MSG_ID_VPNSVCLOG_RU Installer for Unix | ERR See /tmp/vpnlogsvc/error.log for OnoBeluenune ckpunTa sanycka: 3aryck
N_ERROR details AeMoHa norupoBaHus (vpnlogsve) He yaanca
MSG_ID_WATCHDOG_VPN . OnoseLeHne watchdog: IPsec gemoH (vpnsvc)

08530009 SVC_STOPPED Installer for Unix NOTICE IPsec daemon (vpnsvc) stopped OCTaHOBNEH
MSG_ID_WATCHDOG_VPN . VPN log daemon (vpnlogsvc) OnoselleHune watchdog: aemoH normposaHus

0853000A SVCLOG_STOPPED Installer for Unix NOTICE stopped (vpnlogsvc) octaHoBNeEH

HedunbTtpyemoe cooblieHne 06 ycTaHoBKe

YPOBHS! NTOrMpOBaHUS COOBLLEHMI NO

YMOITYaHMIO.

MSG ID LOG SET DEFAU BblgaeTtcs npu kaxxgoM ero u3MeHeHun 1 B
_1D_ _ — i Hayane ceccum VPN CepBsuca.
00020001 LT LOGLEVEL Log INFO Default log level is %{1}s p

oe:
%{1} — 3Ha4yeHne yctaHoBneHHoro log level
- {emerg | alert | crit | err | warning | notice |
info | debug}
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MSG ID TekcToBOE npeacTaBneHue Paspen YpoBeHb LLlabnoH coo6LweHus OnucaHue cobbITUA

HedunbTpyemoe coobLieHne o6 ycTaHOBKax
syslog.

BblgaeTcs npu Kaxxgom ux U3MEHeHUn 1 B
Hadane ceccun VPN Cepsuca.

Syslog settings are: %{1}s, %{2}s, Mpe:

%{3}s %{1} — paspeLueHune oTCbINKN COOBLLEHUN -
{enable | disable};

%{2} — IP agpec syslog cepBepa

%{3} — napameTp facility, ykasbiBaembIin npu
nepegave coobuieHni syslog cepsepy

MSG_ID_LOG_SET_SYSLO

00020002 | 5 SETTINGS

Log INFO

HedunbTpyemoe coobLieHne 06 ycTaHOBKe
YaCTHbIX YPOBHEW NOrMPOBaHNS HEKOTOPbIM
Log INFO Some particular log levels are set | coobLieHuaAM.

Bbligaetcsa npu kaxxgom nx USMEHEHUAX U B
Hayane ceccum VPN CepBsuca.

MSG_ID_LOG_SET_PARTIC

00020003 | \j AR_LOGLEVELS

HedunbTpyemoe coobLueHne o0 coxpaHeHum
BCEX TEKYLLMX YACTHbIX YPOBHEW FIOrMpoBaHus
COoOOLLEeHNN ANs UCNONb30BaHUA B CneaytoLwmnx
ceccusax VPN Cepsuca.

BblgaeTcs npy kaxaom Takom COXpaHeHUN.

MSG_ID_LOG_SAVE_PARTI
CULAR_LOGLEVELS

Current particular log levels are

00020004
permanently saved

Log INFO

HedunbTpyemoe coobLieHne o cbpoce
YaCTHbIX YPOBHEW NOrMpoOBaHNs BCEM
COo06LLEHUAM.

BbloaeTtca npu kaxkgom Takom copoce.

MSG_ID_LOG_RESET_PAR

00020005 | T1cULAR_LOGLEVELS

Log INFO All particular log levels are reset
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Cnucok ownbok npotokona ISAKMP

(ykasbiBatoTca B none «Reason:» %{20}s wabnoHa coobLeHnn s onncaHHbIX CobbITUI B

Tabnwuua 2)
Tabnuua 3
3anucb 06 ownbKe B CTpoOke
OnucaHue ownGKKU
coobLeHuns
OT napTHepa npuLio coobLeHre HEBEPHOIO TUNa BMECTO L ]
1 oxunpgaemoro coobueHnas CONNECTED (cBnaeTenbCTBYHOLLETO Unexpected Notification type:
need CONNECTED
0 rotoBHOCTU IPSec-coeguHeHns Ha CTOpoHe napTHepa)
Mony4yeH komnoHeHT IKE-nakeTa Tvna 130, COOTBETCTBYIOLLMI Unexpected payload found
2 KOMMNOHEHTY Ansa obHapyxeHus yctponctea NAT, 4To He (payload type - 130, possibly
COOTBETCTBYET NPOTOKONy obMeHa Ans JaHHOro atana NAT Discovery)
OT napTHepa npuwia kKomaHaa SONOHUTENBHOMO
3 KoHGurypupoBaHusa ISAKMP-coeauHeruns (XAuth, IKE-CFG, n Unexpected configuration
T.M.), HE COOTBETCTBYIOLLAaA NPOTOKOMNY 0OMeHa AN AaHHOro message type
aTana
OT napTHepa Npu1LWYM napameTpbl 4ONOMHUTENBHOTO
4 koHpurypupoaHusa ISAKMP-coeauHerns (XAuth, IKE-CFG, n Bad Config proposal
T.MN.), HE COOTBETCTBYIOLLUNE TEKYLLEN NONUTUKE Be3onacHoCTH
5 [MoTepsiHbl BHYTPEHHWE AaHHble OT NpeablayLlero naketa Previous packet missed
6 MoTepaHbl AaHHbIE hopMMpPYyEMOro nakeTa OUT packet missed
7 MoTepsH SA-KOMMOHEHT NpeabiayLlero naketa Missing SA payload
8 HeBo3amoxHo BbIbpaTh cueHapuii IKE-obmeHa onst BbiIGpaHHOro Unknown IKE-scenario for
TMna ayTeHTudmKauum chosen Authentification method
9 He HangeH oanH u3 HeobxoauMbIX KOMNOHEHTOB NakeTa Can’t find proposal
[MapTHep BEpHYN HEMpaBuITbHYO MAEHTUHUKALNOHHYHO
10 nHcpopmaumo oteetTumka IKE-obmeHa npu cosgaHum IPSec- Bad IDcr returned
coeguHeHus
11 MoTepsHbl AaHHbIE BXOAALLEro nakeTa IN packet missed
MapTHep BEpHYN HEMPaBUITbHYIO MAEHTUMOUKALNOHHYHO
12 nHdpopmaumio nHnumatopa IKE-obmeHa npu cozgaHum IPSec- Bad IDci returned
coeguHeHus
Ceccusa nononHuTenbHoro KoHgurypmuposaHus ISAKMP-
13 coeauHeHus (XAuth, IKE-CFG, 1 T.n.) 6bina npepeaHa Replaced with new XAuth
BCTPEYHbLIM 3anpoCoM — [IPYroil CeCcuen AONONHUTENLHOIO request
koHurypupoaHua XAuth
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OnucaHue oWUOKKU

3anucb 06 olnbKe B CTPOKe
coobuweHus

Ceccus Quick Mode octaHoBneHa ang nepesanycka ¢ HOBbIMM

14 napameTpamu 3anpoca nocrie JonoNHUTENbHOro Restart session
KOoHUrypuposaHusa 3awmiiatoutero ISAKMP-coeanHeHus.
HeBo3moxxHoCTb npogomknTb IKE-0OMeH nocne BbiNONMHEHUS
aCMHXPOHHOTO 3anpoca. (BoamoxHo, 3a BpeMsi BbINOSTHEHUS

15 P P ( P Can't Complete Async Task
3anpoca NpousoLo cobbiTne, Bbi3BaBLLEE NPEKPALLEHNE
obmeHa)

o Can't create new Informational
16 HeBo3mMoXxHO co3gaTtb MHGOPMaLUMOHHbIV IKE-06MeH
Exchange

17 HeBo3moxHo co3gatb IKE-06MeH 2-11 dhasbl Can't create new Phase-l|

18 HeBo3moxHo cosaath IKE-06meH 1-11 pasbl Can't create new Exchange

19 HeBo3amoxHo co3patb IKE-06meH 2-i1 chasbl n3-3a Request to create Phase-Il
He3aBepLUEeHHOCTM obMeHa 1-i chasbl without completed Phase-I
IKE-06MeH He Ha4yaT no nNpuynHe Ype3MepPHOM aKTUBHOCTH .

20 > Np P P Access denied
HeJoBepsieMoro napTHEpa
dakTnyeckuin pasmep IKE-naketa He COOTBETCTBYET . . .

21 P P y Invalid packet (size mismatch)
yKasaHHOMY B ero 3arornoBke
MapTHep npucnan IKE-nakeT ¢ HeNpaBuibHOM CTPYKTYPOW, . . .

22 PTHED NP P PyKTYP Invalid packet (invalid structure)
nnbo nakeT He yganock NpaBuIbHO paclumMdpoBaTh

23 HekoppekTHbin koMnoHeHT IKE-nakeTa Invalid packet (invalid payload)
3awmngpoBaHHOCTb (TGO He3alMpPOBaHHOCTb) NPUCAHHOTO

24 nakeTa He cootBeTcTByeT IKE-cueHaputio, nnbo owwimbka B Unable to decode packet
npouecce gewndposaHus IKE-nakeTa

25 BHyTpeHHsia (cuctemHas) owmnbka Internal error

26 lMepenonHeHne namaTu Out of memory
IKE-nakeT pacno3HaH kak nepenochisika Ans paHee co3aaHHOro "

27 P P AnA p A Retransmission detected
IKE-06meHa
MpucnanHbi IKE-nakeT He pacnosHaH, b0 He akTyaneH ans .

28 P P y A Wrong IKE packet received
CyLLleCTBytoLLEero obmMmeHa
MpucnanHbii IKE-NnakeT He akTyaneH Ang cyLlecTBYyHOLEro

29 P yaneH ans cyliectaylot IKE packet dropped

obmeHa
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3anucb 06 olnbKe B CTPOKe
OnucaHve owmnoKu
coobuweHus
30 MpucnaHHbii IKE-nakeT aBnseTcs nepenockIKon A TONbKO Repeat for the first packet in
yTo co3gaHHoro IKE-obmena exch
o Unable to determine IKE
31 [nsa npucnanHoro IKE-nakeTa cueHapuin He nogdepKMBaeTcs .
scenario
32 3anpeT Ha co3gaHne Hoeoro IKE-o6meHa B npoLiecce CMeHbI Process blocked by Local Policy
NonUTUKM Ge3onacHoCTU
N . . Asynchronous request was
33 He3aBepLUEHHbI aCUHXPOHHbBIN 3anpoc
started...
34 Owwubka npu wndgposaHun IKE-nakeTta CP coding error
35 Owunbka ycTaHOBKM Tanmepa ans cepsuca nepenocbinok IKE- Unable to set Timer
nakeToB
Cnucok BbINONHAEMbIX ACUCTBUU NO NPOTOKONY
(ykasbiBatoTca B none «Stopped at: %{1}s» wabnoHa coobLieHWIn Anst ONUCaHHbIX COObLITUN B
Tabnuua 2)
Tabnvua 4
OnucaHue gencrBus A PN [ G e
coobuweHus
1 UJMd)pOBaVHI/Ie cchopmmpoBaHHoro IKE-nakeTa nepea [Coding packet]
OTNpaBKoOW NapTHepy
2 PacwundpoaHue IKE-nakeTta, npucrnaHHOro napTHePOM [Decoding packet]
3 lMpoBepka NpeasioxXeHnin, Ha KOTopble Corfiacusncs napTHep [Check replied SA]
4 lMpoBepka cepTudukaTta, NPUCIaHHOro NapTHEPOM [Check for Remote Certificate]
5 3anpoc nokaneHoro cepTudukaTa [Check for Local Certificate]
6 MpoBepka naeHTUPUKaALNOHHON MHGOPMaLUK, NPUCNaHHON [Check incom IDs]
napTHEPOM
7 Mcnonb3oBaHue B KayecTBe MAeHTUUKaALNOHHON [Check IDs as IP-addresses]
nHdopMauun napTHepa ero IP-agpeca
8 lMpoBepka MCNONb3yeMOoro anroputmMa XaLmpoBaHus [Check for Hash method]
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OnucaHue aencTBus

UHdopmauusa B cTpoke
coobuweHus

CwuHTakcuyecknin pa3dop nakeTta, NPUCaHHOro NapTHEPOM Ha

[Make payload set for received

9 OTAenbHble KOMMNOHEHTHI (payloads) packet]

10 lMpoBepka Bcex KOMMOHEHTOB NPUCMaHHOMo NakeTa [Check received payloads]
lMpoBepka hopMupyemoro naketa Ha Hanm4yme KOMMOHEHTOB
nepepg otTnpaBkon napTHepy. Micnonb3yeTcst TONbKO Npu

11 co3gaHumn naketoB Informational o6MeHOB YTOGbI [Check for added payloads]
yOOCTOBEPUTBCS, YTO MHdOpMaUnsa He Obina oTnpaBrieHa ¢
OPYrMM NakeToMm.

12 BbluncneHne nognucum [Calculate Signature]

13 Bbi6op npasuna IKE cornacHo TekyLuen koHcurypaumum no [Choose Rule for Partner’s
naeHTUMKaLNoOHHOM MHOpMaL MK NnapTHepa identity]

14 CospgaHue kntoyeBbix nap Tekywen IKE-ceccum [Generate Keys]

15 dopmmpoBaHue KITOYEBOIo MaTepuana [Generate SKEYIDs]
Bbi6op nonuTtukmn 6e30nacHOCTM COrnacHo TekyLlen .

16 o [Compare policy]
KOHpMrypauum Ha OCHOBaHMMW NPELNOXEHNI OT NapTHepa

17 dopmumposaHne SPI [Set SPI]

18 [MpoBepka 1 NpUHATME NapamMeTpoB yCTaHaBNNBAEMOrO [Accept Transform]
COeOUWHEHUS, Ha KOTopble COrMacuics napTHep

19 BoluncneHve xawa ans obHapyxeHus yctponctsa NAT [Calculate NAT Discovery

payload]

20 BbluncneHne obuiero knio4va [Calculate Shared Key]

21 BbluncneHne nHnynanmsaumoHHoOro Bektopa [Calculate InitVector]

22 OnpepneneHne metona ayTeHTUMKaLmm [Detect Authentification Method]

23 3anpoc nokansHoro cepTudukarta ons metoga [Get Local Certificates]
ayTeHTMdMKaLUM C UCMONb30BaHMEM CepTUUKATOB
lMpoBepka meToga ayTeHTUdMKALUKN, NPELTOXKEHHOro

24 napTHeEPOM, Ha COOTBETCTBME TEKyLLEN NONNTUKE [Check Authentification Method]
6e3onacHocTn

25 Bbibop meToaa ayTeHTUdUKaLMm [Choose Authentification

Method]
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OnucaHue aencTBus

UHdopmauusa B cTpoke
coobuweHus

lMpoBepka BbIGpaHHOM KOMOUHALMM NapaMeTpoB

26 [Get Proposal]
yCTaHaBNMBaeMOro CoeanHEHNsI

27 3apaHuve BbI6paHHOro anroputMma wndpauum ans [Get Algorithm]
yCTaHaBNMBaeMoro coeMHeHus
3anpoc BO3MOXHbIX NapamMeTpoB yCTaHaBNIMBAEMOro

28 COEQUHEHMS CcornacHoO TeKyLLen KoHurypaumm ans mnx [Get Local Policy]
COrnacoBaHusi ¢ NapTHEPOM

29 lMpoBepka Ha Hanu4ne B NpeanoXeHUn napTHepa napameTpa, [Get DH group for QM]
yctaHasnueatowero MODP-rpynny

30 Bbi6op ncnone3yemon naeHTuukaumoHHon nHpopmaumm ang [Get ID from Local Policy]
OTNpaBKu NapTHepY
Bbi6op ncnone3yemon naeHTudunkaumoHHon nHcpopmaumm ans

31 OTnpaBku NapTHepy npu co3gaHumn ISAKMP-coeguHeHnst B [Get IDii from Local Policy
KadyecTBe nHuymartopa
Bbi6op ncnonesyemon naeHTucukaumoHHon nHcpopmaumm ang

32 OoTnpasku napTHepy npu cosgaHun ISAKMP-coeguHeHus B [Get IDir from Local Policy]
KayecTBe OTBeTUMKA
Bbi6op ncnonb3yemon naeHTudunkaumoHHon nHcpopmaumm ans

33 OTNpaBKu NapTHepPY npu co3gaHumn IPSec-coegmHeHns B [Get IDci from Local Policy]
kauyecTtBe nHuumnatopa IKE-obmeHa
Bbi6op ncnonesyemon naeHTucukaumoHHon nHpopmaumm ang

34 OTNpaBKu NapTHepy npu cosgaHuun IPSec-coeamHeHuns B [Get IDcr from Local Policy]
kayecTtBe oTBeTuMka IKE-obmeHa

35 VHnumanmsaumsa knioveson nHpopmaumm ang oopMmpoBaHns [Initialize Encryption Container
IPSec-coeanHeHus for QM

36 dopmmpoBaHue rotoeoro |IPSec-coeamHeHus [Create contexts

37 PacnosHaBaHue meToaa fononHuTensHoro koHgurypuposaHusa | [Determine IKE configuration
ISAKMP-coeamnHeHus (XAuth, IKE-CFG, 1 1.1.) method]
PacnosHaBaHue komMaHabl AOMOMHUTENBHOMO [Determine Config message

38 koHdpurypupoBaHua ISAKMP-coeanHenns (XAuth, IKECFG, u type] 9 9
T.N.)
PacnakoBka napameTpoB NpMCaHHOro 3anpoca Ha

39 OONONHUTENbHYI0 ayTeHTudukaumto (XAuth) n dopmmnpoBaHue [Analyse attributes and fill user

CooTBeTCTBYHOLLEro rpacomyeckoro nNonb30BaTeNbLCKOro
gunanora

dialog fields]
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OnucaHue gencrBus A PN [ G e
coobuweHus

3anyck rpaduyeckoro nonb3oBaTeNnbCKOro guarnora [Start dialog for user extended

40 N s
aononHuTenbHom ayTeHTudukaumm (XAuth). authentication]

41 MpoBepka Hannunsa komnoHeHTa IKE-nakeTa [Check payload %s']

42 MpoBepka cTpykTypbl kKOMNoHeHTa IKE-nakeTa [Analyse payload structure %s?]

43 dopmunpoBaHme komnoHeHTa IKE-nakeTa [Form payload %s?]

44 3anonHeHue 6noka AaHHbIX yKazaHHOro koMmnoHeHTa IKE- [Fill payload %s]
naketa

45 MpoBepka cogepxnmoro komnoHeHTa IKE-naketa [Check %s9]

46 BbluncneHue xala — coaepXnMoro ykazaHHOro KOMMoHeHTa [Calculate %s®]

47 BbinonHeHne cueHapusa nHMumaunumn MHPOPMaLNOHHOIo [Informational Exchange,
obwmeHa IKE cornacHo RFC 2409 Initiator, Packet 1]

48 BbinonHeHune cueHapusa obpaboTku naketa MHPOPMALIMOHHOIO [Informational Exchange,
obwmeHa IKE cornacHo RFC 2409 Responder, Packet 1]

49 BbinonHeHue wara cueHapusa dhopmmpoBaHms 1-ro naketa IKE [Main Mode, Initiator, Packet 1]
Main Mode cornacHo RFC 2409 ’ ’

50 BbinonHeHue wara cueHapusa obpaboTtkm 1-ro naketa IKE Main [Main Mode, Responder,
Mode cornacHo RFC 2409 un dopmupoBaHue oTBeTHOro naketa | Packets 1,2]

51 BbinonHeHuWe wara cueHapusa Havyana o6paboTku 2-ro nakeTa [Main Mode, Initiator, Packets
IKE Main Mode cornacHo RFC 2409 2,3]
BbinonHeHWe wara cueHapuys NpoaoimkeHns oopaboTku 2-ro

52 nakeTa IKE Main Mode ans ayteHTudmkauum Ha odLwmx [Main Mode, Initiator, Packets
kntoyax cornacHo RFC 2409 n dhopmmupoBaHue 0TBETHOMO 2,3, Pre-Shared Key]
naketa

1 HaseaHune komnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

2 HasBaHue koMnoHeHTa (payload type) — cornacHo pasagenam 3.4 — 3.16 RFC 2408

3 HasBaHwe komnoHeHTa (payload type) — cornacHo pa3genam 3.4 — 3.16 RFC 2408

4 Ha3eaHue komnoHeHTa (payload type) — cornacHo pa3genam 3.4 — 3.16 RFC 2408

5 HasBaHwe komnoHeHTa (payload type) — cornacHo pa3genam 3.4 — 3.16 RFC 2408

6 Ha3seaHue komnoHeHTa (payload type) — cornacHo pa3genam 3.4 — 3.16 RFC 2408
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OnucaHue aencTBus

UHdopmauusa B cTpoke
coobuweHus

BbinonHeHWe wara cueHapuys NpodormkeHns oopaboTku 2-ro
naketa IKE Main Mode ans ayteHTuurkaumm Ha

[Main Mode, Initiator, Packets

53 ceptudukarax cornacHo RFC 2409 n dpopmmpoBaHme 2,3, Signature]
OTBETHOro naketa
BbinonHeHue wara cueHapusa obpaboTtkm 3-ro naketa IKE Main .

54 Mode ansa ayteHTMdUKaumm Ha obwmx krtodax cornacHo RFC L'\g?;ex%di Sf;%%gtg Key]
2409 n popmmnpoBaHue OTBETHOrO nakeTa T y
BbinonHeHue wara cueHapusa obpaboTtkm 3-ro naketa IKE Main .

55 Mode anga ayteHTudukaumm Ha ceptudukatax cornacHo RFC L'\g?;ex%dz’ gfi%?g?:jr’
2409 n hopmmpoBaHME OTBETHOIO nakeTa 4 919
BeinonHeHue wara cueHapus obpaboTkum 4-ro naketa IKE Main . -

56 Mode anga ayteHTudukaumm Ha obux kntodax cornacHo RFC [Main Mode, Initiator, Packets

4,5, Pre-Shared Key]
2409 u hopmmnpoBaHue OTBETHOrO NakeTa
BbinonHeHue wara cueHapusa obpaboTtku 4-ro naketa IKE Main . .
57 Mode anga ayteHTMduKaumm Ha ceptudukartax cornacHo RFC [Main .Mode, Initiator, Packets
4,5, Signature]
2409 n popmmnpoBaHne OTBETHOrO nakeTa
BbinonHeHune wara cueHapusa obpaboTku 5-ro naketa IKE Main .

58 Mode anga ayteHTudukaumm Ha obux krntodax cornacHo RFC g\giwex%dg’ Ef;%?g:zg Key]
2409 u hopmmnpoBaHue OTBETHOrO NakeTa ” y
BbinonHeHuve wara cueHapusa obpaboTkm 5-ro naketa IKE Main .

59 Mode anga ayteHTMduKaumm Ha ceptudukartax cornacHo RFC L'\g?;exosdg’ g?i%?g?:jr’
2409 n bopmmpoBaHMe OTBETHOrO nakeTa /0, 519
BbinonHeHune wara cueHapusa obpaboTku 6-ro naketa IKE Main . .

60 Mode anga ayteHTuduKkaumm Ha obux kntodax cornacHo RFC E\/Ialnrl]\/lode,}!nltlator, Packet 6,
2409 re-Shared Key]
BbinonHeHuve wara cueHapusa obpaboTkm 6-ro naketa IKE Main . .

61 Mode anga ayteHTMdUKaumm Ha ceptudukartax cornacHo RFC [Mam Mode, Initiator, Packet 6,
2409 Signature]

62 BbinonHeHue wara cueHapusa Hadana gopmMmmposaHns 1-ro [Aggressive Mode, Initiator,
nakeTa IKE Aggressive Mode Mode cornacHo RFC 2409 Packet 1]

BbinonHeHune wara cueHapusi NPOOMKeHNst OpMMpPOBaHUs 1- . .

63 ro nakeTa IKE Aggressive Mode ans ayTeHTudukauumn Ha EggciftsfIvsrgg?;’rggtﬁéog’
obumx kntoyax cornacHo RFC 2409 ’ y
BbinonHeHuWe wara cueHapus npogormkeHus doopmmpoBaHms 1- . N

64 | ronaketa IKE Aggressive Mode ans ayTeHTud [Aggressive Mode, Initiator,

MKaLmm Ha cepTudmkaTtax cornacHo RFC 2409

Packet 1, Signature]
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OnucaHue aencTBus

UHdopmauusa B cTpoke
coobuweHus

BbinonHeHue wara cueHapusa Havana o6paboTkm 2-ro nakeTa

[Aggressive Mode, Responder,

65 IKE Aggressive Mode cornacHo RFC 2409 Packets 1,2]
BbinonHeHuWe wara cueHapusa npogomnmkeHns obpabotku 1-ro

66 naketa IKE Aggressive Mode ansa ayteHTudumkaumm Ha obmnx [Aggressive Mode, Responder,
kntoyax cornacHo RFC 2409 n dopmmpoBaHne 0TBETHOIO Packets 1,2, Pre-Shared Key]
naketa
BbinonHeHWe wara cueHapuvsa NpodormkeHns oopaboTku 1-ro

67 naketa IKE Aggressive Mode ansa ayteHTudmkaumm Ha [Aggressive Mode, Responder,
ceptudmkatax cornacHo RFC 2409 n dhopmupoBaHue Packets 1,2, Signature]
OTBETHOro naketa
BbinonHeHuwe wara cueHapus obpaboTtkm 2-ro naketa IKE [Aggressive Mode, Initiator

68 Aggressive Mode ans ayteHTumKauum Ha obLLmx Knoyax Pagc?(ets 23 Pre-éhare d K;a ]
cornacHo RFC 2409 n doopmmnpoBaHmne oTBETHOro NakeTta Y y
BbinonHeHue wara cueHapus obpaboTtkm 2-ro naketa IKE [Aggressive Mode, Initiator

69 Aggressive Mode ons ayteHTuukaumnmn Ha ceptudmkatax Pagciets 23 i néture] '
cornacHo RFC 2409 n hopmmnpoBaHue oTBETHOrO nakeTta 9 919
BbinonHeHuwe wara cueHapus obpaboTtkm 3-ro naketa IKE [Aggressive Mode, Responder

70 Aggressive Mode ans ayteHTumKauum Ha obLLmMX Knoyax Pagcgf(et 3 Pre-Sha’re d KF:a ] ’
cornacHo RFC 2409 ’ y
BbinonHeHue wara cueHapus obpaboTtkm 3-ro naketa IKE [Aggressive Mode, Responder

71 Aggressive Mode ons ayteHTUmkaumnmn Ha ceptudmkatax Pagcgf(et 3 Si natur’e] P '
cornacHo RFC 2409 » S19

72 BbinonHeHuwe wara cueHapusa popmupoBaHus 1-ro naketa IKE [New Group Mode, Initiator,
New Group Mode cornacHo RFC 2409 Packet 1]
BbinonHeHune wara cueHapus obpaboTtkm 1-ro naketa IKE New

73 Group Mode cornacHo RFC 2409 n ¢oopmmnpoBaHme 0TBETHOTO g\:ﬁe?;ﬁug]MOde’ Responder,
naketa ’

74 BbinonHeHuve wara cueHapusa obpaboTtkm 2-ro naketa IKE New [New Group Mode, Initiator,
Group Mode cornacHo RFC 2409 Packet 2]

75 BbinonHeHune wara cueHapusa popmmnpoBaHusa 1-ro naketa [Transaction Exchange, Initiator,
cnyxxebHoro obmeHa IKE Packet 1]

76 BbinonHeHue wara cueHapusa obpaboTku 1-ro naketa [Transaction Exchange,
cnyxebHoro oobmeHa IKE n dpopmmnpoBaHmne oTBETHOIrO nakeTta Responder, Packets 1,2]

77 BbinonHeHue wara cueHapusa 0bpaboTkm 2-ro naketa [Transaction Exchange, Initiator,

cnyxebHoro odbmeHa IKE

Packet 2]
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OnucaHue aencTBus

UHdopmauusa B cTpoke
coobuweHus

BbinonHeHue wara cueHapusa dhopmmpoBaHms 1-ro naketa IKE

78 Quick Mode cornacto RFC 2409 [Quick Mode, Initiator, Packet 1]
BbinonHeHuwe wara cueHapus obpaboTtkm 1-ro naketa IKE .
79 Quick Mode cornacHo RFC 2409 u doopMmupoBaHne oTBETHOrO L%%'Egtg/l?%?’ Responder,
nakera ’
BbinonHeHue wara cueHapus obpaboTtkm 2-ro naketa IKE . ..
80 Quick Mode cornacHo RFC 2409 n dhopmMmpoBaHne 0TBETHOro [Quick Mode, Initiator, Packets
2,3]
naketa
BbinonHeHuwe wara cueHapus obpaboTtkm 3-ro naketa IKE .
81 Quick Mode cornacHo RFC 2409 n doopMmupoBaHne oTBETHOrO L%%'Egtl\él?gi’ Responder,
nakeTa (npu nogaepxke naptHepom Commit Bit) ’
BbinonHeHue wara cueHapus obpaboTtkm 4-ro naketa IKE . ..
82 Quick Mode (npu nogaepxke naptHepom Commit Bit) [Quick Mode, Initiator, Packet 4]
83 BbluncneHve kno4eBoro matepuana [Make SKEYID]
84 MpoBeneHune PFS - co3gaHne oToenbHOM Ko4eBor napbl aAns [Make PFS]
IPSec coegmHeHuns
85 Bbi6op ISAKMP nu6o IPSec npasuna [Choose Rule]
86 lMpoBepka npucnaHHoro atpmdyta — kKoMNoHeHTa nakeTta IKE [Check Attr]
87 :'}Ig::zosepka npucraHHoro ceptudmrkaTa — KOMNOHEHTa nakeTa [Check Cert]
88 lMpoBepka npucnaHHOro xalla — koMnoHeHTa nakeTa IKE [Check HASH]
89 [NpoBepka npucraHHoro naeHTudunkaTopa — KOMNOHEHTa [Check ID]
naketa IKE
90 [MpoBepka NpucraHHOro Kn4va — KoMnoHeHTa naketa IKE [Check KE]
91 &pé)sepka npucnaHHoro NAT-aeTekTopa — KOMNOHEHTa nakeTa [Check NAT-D]
92 Mpoeepka npucnaHHoro NAT Original Address — kOMMOHeHTa [Check NAT-OA]
naketa IKE
93 Mposepka npucnaHHoro Nonce — KoMnoHeHTa naketa IKE [Check Nonce]
94 lMpoBepka npucnaHHoOro coobleHnsa — komnoHeHTa naketa IKE [Check Notif]
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OnucaHue aencTBus

UHdopmauusa B cTpoke
coobuweHus

lMpoBepka npucnaHHoro 3anpoca Ha ceptTudumkaT —

95 koMnoHeHTa naketa IKE [Check REQ]

o6 | iomepte v peoxe i i cossene neck s
97 lMpoBepka npucnaHHoOM noanncu — kKoMnoHeHTa naketa IKE [Check SIG]

98 lMpoBepka BeHOop-naeHTMdUuKaTopa — komnoHeHTa naketa IKE | [Check VID]

99 dopmupoBaHme atpubyTta — KomnoHeHTa naketa IKE [Form Attr]

100 dopmupoBaHue ceptudmkarta — KOMnoHeHTa naketa IKE [Form Cert]

101 dopmmpoBaHme xala — kKoMnoHeHTa naketa IKE [Form HASH]
102 dopmumpoBaHne nageHTMdukaTopa — KOMnoHeHTa naketa IKE [Form ID]

103 dopmupoBaHue kroda — KoMnoHeHTa naketa IKE [Form KE]

104 dopmuposaHune NAT-geTekTopa — KOMNoHeHTa naketa IKE [Form NAT-D]
105 :ioEpMMposaHme NAT Original Address — kOMMOHeHTa nakeTa [Form NAT-OA]
106 dopmmpoaHne Nonce — komnoHeHTa naketa IKE [Form Nonce]
107 Icl:<cI>EpMMposaHme 3anpoca Ha cepTucumkaT — KOMMOHEHTa NakeTa [Form CertReq]
108 dopmupoBaHme nognucu — KoMnoHeHTa naketa IKE [Form SIG]

109 :;&:ﬁ&?iame BeHOOpP-naeHTMdmKaTopa — KOMMOHEHTA [Form VendorID]
110 lMpoBepka Ha Hanu4une yctponctea NAT [NAT existence check]
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Cnucok npuunH nHuumaumm IKE ceccum

(ykasbiBatoTcs B coobueHunsax IKE B none «Request: %{1}s» B Tabnuua 2)

Tabnvua 5
MpuynHa nHMLMaumm BRI, DO EEy G MapamerT
P uman COOOLLEeHUAX P P

1 | IKE-0bmeH B ponm Inbound ISAKMP packet

pecnoHaepa
0 -

2 3anpoc Ha co3gaHue IPsec Create IPSec #%{1}u %o{1}u — HOMEp NHUUMaunm
coeanHeHns IPSec-coeanHeHnuns
lMepeco3panue %{1}u — HOmep

3 ycTtapesLuero |IPsec IPSec %{1}u re-establishing nepecosgasaemoro IPsec
coefVHeHns coeguHeHus

0 -

4 YpaneHue IPsec IPSec %{1}u deletion %{1}u — HOMep yoansemoro
coeuHeHuns IPsec coeanHeHus
lMepeco3nanue %{1}s — ngenTucmkartop

5 ycTtapeswero ISAKMP ISAKMP %{1}s re-establishing nepecosgasaemoro ISAKMP
coeguHeHus coeguHeHus
KoHcpurypupoBaHue o
ISAKMP coeamHeHus 7o{1}s — upeHTUduKkaTop

o )

6 (nposeneHme IKECFG, ISAKMP %{1}s configure Eg:d):;)éﬁ:zyemoro ISAKMP
XAuth) A
WHpopmupoBaHue
naptHépa no IKE-o6meHy

7 (koppekumsi ISAKMP ISAKMP notification
coefVHeHMs, NpekpaLleHue
IKE-06meHa)

%{1}s — ngenTucmnkatop

g | Ymaneuue ISAKMP ISAKMP %{1}s deletion yaansiemoro ISAKMP

coefuHeHus
coeguHeHus

9 YpaneHue coe;leeHMH7r|o User request

3anpocy nonb3oBaTtens

"TocpeacTBOM MCMONb30BaHWUA KOMaHAbl Sa_mgr clear <...>
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Owwnbku kpunTorpachn4eckon NOACUCTEMbI

Tabnuua 6

Cnuncok coobLueHnn o6 owmbkax kpuntorpadumyeckon nogcuctemsl, pabotatowen B sape OC,
npueseaeH B Tabnuue Huxe.

TekcT WabnoHa coobLieHuns

PekomMeHayeMble nosnb3oBaTesnto AencTBuUS,
KpaTKoe onucaHue

CP_Conf_K2U_PushPluginConf: Plugin
is not properly loaded

Ecnu ectb npobnemsl ¢ 3arpyskon LSP nnu
npoxoxaeHnem Tpaduka, obpaTuteck B Criyxoy
NnoanepXKu.

CP_ReOpen: bad check handle

Ecnun ectb npobnemsbl ¢ npoxoxaeHnem Tpaduka,
nepeycrtaHoBuTb |IPsec coeamHeHue, obpatutech
B CNyX0y NoaAepKKN.

CP_Transform: bad handle 0x%x

Ecnun ecTb npobnembl ¢ npoxoxaeHnem Tpaduka,
nepeycrtaHoBuTb IPsec coeamHeHune, obpatutech
B CNYy0y noaaepxku.

Skipping unused algorithm [%s]

He ownbka, MOXHO UrHOPMPOBaTb.

forced close: 0x%x,0x%x

B pesynbTate nageHusa npunoxeHus 6oinm
aBTOMaTUYECKN YHUUTOXEHbI CO3aaHHbIE M
KPUNTOKOHTEKCThI. Ecnn ecTb npobnemsl ¢
npoxoxgeHnem Tpaduka, nepeycrtaHoBuThb IPsec
coeguHeHune, obpaTuTech B Cny0y noaaepxKku.

drvesplinfo: 243, error=1(0OK

He owwmnbka, MOXHO UTHOPMPOBAaTb.

drvesp!_init9

He ownbka, MOXHO UrHOPUPOBATb.
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Owunobku nogcuctembl RRI

Cnincok coobLeHmnn o6 owmnbkax nogcucteMbl Reverse Route Injection npuBeaeH B Tabnuue Huxe.

Tabnuua 7
TekcT coobLeHus OnucaHue cobbITUs
[RRI] SA conflicts with the route created Insa oByx SA ¢ pasHbiMuK cenekTopamu TpebyroTcs
for different SA, route not created: KOH(MMKTYHOLME MapLLPYThI.
1| destination 10.0.16.96, SA selector n
10.0.16.61->192.168.1.0..192.168.1.255 PaBINO MapLLpyTA3aLniA CO3AACTCH TOMBKO AN
NepBoro U3 KOHQIUKTYLWNX SA
[RRI] SA selector shouldn’t have ID BTOpOW hasbl IKE He sBnsieTcs noaceTbio
protocols, route not created: destination (copoepxuT agnanasoH IP-agpecos, nopTbl U/nnm
10.0.16.96, SA selector 10.0.16.61- NPOTOKONbI).
>192.168.1.0..192.168.1.255 proto 6
MpaBuno mapLpyTnsauumn He gobaenseTcs.
[RRI] destination part of SA selector
shouldn’t have ports, route not created:
> destination 10.0.16.96, SA selector
10.0.16.61:32798->192.168.1.6:23 proto
6
[RRI] destination part of SA selector
shouldn’t have arbitrary IP range, route
not created: destination 10.0.16.96, SA
selector 10.0.16.61-
>192.168.1.1..192.168.1.255
[RRI] no route to destination, route not OTcyTCcTBME MapLUpyTa Ao TyHHenbHoro agpecasd.
3 created: destination 10.0.16.96, SA MapwpyT He gobaBnseTcs.
selector 10.0.16.61-
>192.168.1.0..192.168.1.255
[RRI] can’t read system routing table, CunctemHas nnm BHYTpeHHASA ownbka — He
4 route not created: destination 10.0.16.96, | yaanocb nony4utb Tabnuuy mMapLipyTm3aumm.
SA selector 10.0.16.61-
>192.168.1.0..192.168.1.255
[RRI] can’t add route 10.0.0.0/8 via CunctemHasa nnm BHYTpeHHASA ownbka — He
192.168.1.4: <rtctl err> yaanocb 0o6aBuTe MapLUPyT B CUCTEMHYHO
] Tabnuuy.
BoamoxHble BapmaHThl <rtctl err>:
5 out of memory
syscall error
route not found
route already exists
gateway unreachable

8 CuTyaums ak30TUYECKas — MapLUPYT Hy»eH ans noctpoennst SA. Owmbka BO3MOXHa ecnn MapLipyT yaanuTcs
B npouecce co3gaHunsa SA nnm ns-3a owmnbkun YteHust/pasdopa Tabnuubl MapLLIpyTU3aLmm.
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TekcT coobLyeHus

OnucaHue coobITUA

[RRI] can’t delete route 10.0.0.0/8 via
192.168.1.4: <rtctl err>

BoamoxHble BapuaHThl <rtctl err>:

Owwubka yganeHusi npaBuna n3 CUCTEMHOM
TabnuUbl MapLIpyTU3aLuN.

OwunbKM Takoro TMna He NPUBOAAT K KAKMM-N6o

6 out of memory [OMNONHUTENBbHBIM OENCTBUSIM KPOME Bblgaun
syscall error JaHHOro coolLLieHUs.
route not found
route already exists
gateway unreachable
[RRI] route already exists, route not B cuctemHom Tabnuue yxe eCte MapLupyT,
7 created: destination 10.0.16.96, SA cooTBeTCcTBYOWMA SA, Ho noacuctema RRI ero He
selector 10.0.16.61- cosgasana.
>192.168.1.0..192.168.1.255
[RRI] created route 192.168.1.0/24 via [HobaeneHne HoBoro RR.
8 10.0.135.1 for destination 10.0.16.96, SA
selector 10.0.16.61-
>192.168.1.0..192.168.1.255
[RRI] updated route to 192.168.1.0/24: O6HoeneHne RR. CoobLleHne BbloaeTcs, ecnm
9 new gw 10.0.16.96, old gw 10.0.135.1 npu cosgaHne HoBoro SA obHapyXeHo, YTo
n3meHunacb Tabnuua mapLipyTmMsaumm n Hago
06HOBUTL paHee co3aaHHbIn RR.
[RRI] removed route 192.168.1.0/24 via YpaaneHne RR. Coo6LieHne BLIBOAUTCA MpU
10 10.0.135.1 for destination 10.0.16.96 yoaneHuu 3anucu n3 cuctemHomn tabnuupl. To

€CTb Koraa yaaneHsl Bce SA, ucnonbayloLiune
OaHHbIN MapLupyT.
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JIncT perncTpanuu U3MeHeHHI

Howmepa mucroB (cTpaHmuir)

Bcero
JIMCTOB
(ctpanun) B
JIOKYM.

Ne
JIOKyMEHTa

Bxomsgmuii Ne
CONPOBOIUTEIBHOTO
JIOKYM. U Jata

Tlonam.

Jara

Hswm.

N3MCHCHHBIX

3aMCHCHHBIX

HOBBIX

AQHHYJIHPOBAaHHBIX
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